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Agenda

Overview
→ What is Copilot for M365? What are top information governance problems and risks?

→ How do we deploy Copilot securely? Where do we start?

Readiness
1. How do we get ready for Copilot for M365? >>”plan on a page”

2. Planning your Copilot rollout – enabling data clean-up and governance by design

Demo

Administrator – Risk and Compliance Controls

1. Applying retention and deletion controls (e.g., Copilot interactions, recordings and transcripts)

2. Monitoring for ethical and appropriate use

3. Gathering evidence and audit for data investigations and litigation

4. Using specialized tools for data clean-up and data governance

End User – Prompts and Responses 

1. Sensitivity labels – applying and enforcing protection (content markings, encryption, privacy, access controls)

2. Label citations – guiding awareness of data sources and classification

3. Label inheritance – driving labels to content created by Copilot

4. Permissions adherence – performing only authorized activities (least privilege access)

Closing Q&A
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Security and compliance concerns with AI usage

5

Insufficient visibility into the usage of AI applications can result in security and compliance challenges.

1

Data leak:
Users may inadvertently leak sensitive 

data to AI apps

2

Data oversharing: 
Users may access sensitive data via 

AI apps they are not authorized to view 

or edit

Project x

3

Non-compliance usage:
Users use AI apps to generate unethical 

or other high-risk content

COMPLIANT



What is Microsoft Copilot?

Fabric

Better data analytics and 

business intelligence

Copilots for Analytics

GitHub

Better code 

development

Copilot for Development

Dynamics

Better sales and 

customer support

Copilots for Business

Copilot Studio

Better creation of apps, 

workflows, and agents

Copilot for Low/No Code 
Development

Security

Better threat detection, 

identification, and mitigation

Copilot for Security

Drive          

adoption

VivaCopilot (Edge)

Better interaction 

with web content

Copilot for Web

Windows

Better interaction with 

OS, apps, and files

Enhance Copilot
for EverydayCopilot for Productivity

Microsoft 365

Better reading 

and writing 

assistance

Better e-mail 

management

Better data 

analysis

Better 

presentations

Better 

meetings

Word Outlook Excel PowerPoint Teams M365 Chat

Your AI 

assistant

Microsoft Copilot | Microsoft AI

https://www.microsoft.com/en-us/microsoft-copilot


What are common use cases?

Jumpstart the creative 

process  and generate 

ideas while  writing

Marketing

Stay focused 

on closing deals 

with  an AI assistant 

for email

Sales

Stay coordinated as a 

team to resolve more 

customer issues

Customer 

Service

Quickly search  data 

to solve your most 

complex problems

Finance

Simplify quality 

reporting and data 

validation

Operations

Effectively manage 

shared projects and 

track progress

Data and IT

Pros

Store, access,  and 

prioritize notes in a 

fraction of the time

HR

Copilot in OutlookCopilot for Microsoft 365



Comparing Personal, Work and Copilot for M365

Microsoft 365

Copilot
Copilot Copilot

Copilot for 

Microsoft 365 

Personal

(consumer)

Web

(enterprise/web)

Work

(enterprise/tenant)

GPT Large Language Model   

AI-Powered Web Search,

Answers & Content Generation
  

Commercial Data Protection  

Enterprise Security, Privacy & Compliance 

Microsoft 365 Graph (content & context) 

Microsoft 365 Apps 

Prompts retained  

Prompts potentially used to tune LLM 



Technical Readiness



How do we get ready for Copilot for M365?
“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

Identify high value 
improvement 

actions to 
strengthen security 
and privacy controls 

and readiness for 
Copilot for Microsoft 

365

1

2

3

4

5

Limit use of consumer generative AI to protect your corporate data, avoid data leakage, and 

benefit from Microsoft Responsible AI standards and Copilot Copyright Commitments. 

Plan your Copilot rollout by controlling who gets access first, allowing for data clean-up, 

least-privilege access controls, and supporting communications and training.
Zero Trust Model

Strengthen data access controls to drive awareness, review, and remediation actions (i.e., 

manage overprivileged and risky users and devices)
Microsoft Entra ID Access Reviews | SharePoint admin center | Microsoft Intune

Prioritize deployment of data security and compliance controls - identify and label sensitive, 

personal, and business critical data for appropriate Copilot usage.
Microsoft Purview | Microsoft Purview data security and compliance protections for Copilot 

Use specialized tools for data clean-up to accelerate the remediation of data oversharing at 

scale via data governance reports, restricted access controls, and more. 
SharePoint Premium | Microsoft Graph Data Connect

Identify those who 
can help

Work with your Microsoft customer enablement teams and partners on top priority actions, 

readiness assessments, and deployment plans.
Copilot for Microsoft 365 – Microsoft Adoption | Microsoft Copilot for Microsoft 365 setup guide

https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce


How do we get ready for Copilot for M365?

Identify high value 
improvement 

actions to 
strengthen security 

and privacy 
controls and 
readiness for 

Copilot for 
Microsoft 365

1

2

3

4

5

Limit use of consumer generative AI to protect your corporate data, avoid data leakage, and 

benefit from Microsoft Responsible AI standards and Copilot Copyright Commitments. 

Plan your Copilot rollout by controlling who gets access first, allowing for data clean-up, 

least-privilege access controls, and supporting communications and training.
Zero Trust Model

Strengthen data access controls to drive awareness, review, and remediation actions (i.e., 

manage overprivileged and risky users and devices)
Microsoft Entra ID Access Reviews | SharePoint admin center | Microsoft Intune

Prioritize deployment of data security and compliance controls - identify and label sensitive, 

personal, and business critical data for appropriate Copilot usage.
Microsoft Purview | Microsoft Purview data security and compliance protections for Copilot 

Use specialized tools for data clean-up to accelerate the remediation of data oversharing at 

scale via data governance reports, restricted access controls, and more. 
SharePoint Premium | Microsoft Graph Data Connect

Identify those who 
can help

1

Work with your Microsoft customer enablement teams and partners on top priority actions, 

readiness assessments, and deployment plans.
Copilot for Microsoft 365 – Microsoft Adoption | Microsoft Copilot for Microsoft 365 setup guide

“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce


AI hub in Microsoft Purview provides insights to help security teams gain comprehensive visibility into data security risks (e.g., 

prompts containing sensitive data in consumer generative AI).

1



1



14
Microsoft Purview DLP can block sensitive data from being pasted to consumer AI apps

1

Dynamic DLP 

policies with 

Adaptive 

Protection to 

prevent 

sensitive data 

loss in third-

party AI 

applications.

more info

https://learn.microsoft.com/en-us/copilot/manage#require-commercial-data-protection-in-


Identify high value 
improvement 

actions to 
strengthen security 

and privacy 
controls and 
readiness for 

Copilot for 
Microsoft 365

1

2

3

4

5

Limit use of consumer generative AI to protect your corporate data, avoid data leakage, and 

benefit from Microsoft Responsible AI standards and Copilot Copyright Commitments. 

Plan your Copilot rollout by controlling who gets access first, allowing for data clean-up, 

least-privilege access controls, and supporting communications and training.
Zero Trust Model

Strengthen data access controls to drive awareness, review, and remediation actions (i.e., 

manage overprivileged and risky users and devices)
Microsoft Entra ID Access Reviews | SharePoint admin center | Microsoft Intune

Prioritize deployment of data security and compliance controls - identify and label sensitive, 

personal, and business critical data for appropriate Copilot usage.
Microsoft Purview | Microsoft Purview data security and compliance protections for Copilot 

Use specialized tools for data clean-up to accelerate the remediation of data oversharing at 

scale via data governance reports, restricted access controls, and more. 
SharePoint Premium | Microsoft Graph Data Connect

Identify those who 
can help

2

Work with your Microsoft customer enablement teams and partners on top priority actions, 

readiness assessments, and deployment plans.
Copilot for Microsoft 365 – Microsoft Adoption | Microsoft Copilot for Microsoft 365 setup guide

How do we get ready for Copilot for M365?
“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce


Perform data discovery
Optional tasks and tools to aid as part of a data discovery risk assessment depending on licensing and skills

Data discovery

Uncover Risks
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Review existing 

permissions of 

Teams and Sites 

Use content 

search to 

discover 

sensitive 

information

Run PowerShell 

scripts to 

generate reports

Use Content 

Explorer to 

identify sensitive 

content

Identify data 

exposition with 

Defender for 

Cloud Apps

Use eDiscovery 

Premium to 

identify sensitive 

content

Identify 

overshared 

personally 

identifiable 

information with 

Microsoft Priva

Identify sensitive 

or overexposed 

content with 

SharePoint 

Premium

Microsoft 

Purview 

Advanced Rich 

Reporting

• Permissions

• Sensitive and personal data

• Privacy levels

• Data overexposure

• Obsolete data

• Levels of sensitivity

• Application of retention

• Access request procedures

• Data loss procedures

• On/Offboarding procedures

2

Add-onE5E3

We must discover and classify data to understand how it is being used, stored, and shared to 

implement appropriate safeguards.

Why does this matter?

Purpose: To uncover and report on potential risks of overexposed sensitive data, 

oversharing of sites and content, and to aid in the preparation of remediation 

activities

Procedure: Run manual procedures, tools, scripts, and building of visual assets 

to help uncover and present existing risks of data, permissions, and other 

security, privacy, and information technology concerns to help plan for the 

remediation activities ahead

Results: To obtain knowledge of exposed risks, required activities of 

remediation, assignment and alignment of resources required, and estimations 

of time required to implement the necessary controls



Use Content Explorer & Activity Explorer to understand what types of sensitive 
and personal information exists and how it is being used and shared.

2



Use Insider Risk Management to understand user activities and intent with sequence detection, Copilot telemetry and risk detections 

2



Identify high value 
improvement 

actions to 
strengthen security 

and privacy 
controls and 
readiness for 

Copilot for 
Microsoft 365

1

2

3

4

5

Limit use of consumer generative AI to protect your corporate data, avoid data leakage, and 

benefit from Microsoft Responsible AI standards and Copilot Copyright Commitments. 

Plan your Copilot rollout by controlling who gets access first, allowing for data clean-up, 

least-privilege access controls, and supporting communications and training.
Zero Trust Model

Strengthen data access controls to drive awareness, review, and remediation actions (i.e., 

manage overprivileged and risky users and devices)
Microsoft Entra ID Access Reviews | SharePoint admin center | Microsoft Intune

Prioritize deployment of data security and compliance controls - identify and label sensitive, 

personal, and business critical data for appropriate Copilot usage.
Microsoft Purview | Microsoft Purview data security and compliance protections for Copilot 

Use specialized tools for data clean-up to accelerate the remediation of data oversharing at 

scale via data governance reports, restricted access controls, and more. 
SharePoint Premium | Microsoft Graph Data Connect

Identify those who 
can help

3

Work with your Microsoft customer enablement teams and partners on top priority actions, 

readiness assessments, and deployment plans.
Copilot for Microsoft 365 – Microsoft Adoption | Microsoft Copilot for Microsoft 365 setup guide

How do we get ready for Copilot for M365?
“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce


Add-onE5E3

Strengthen data access controls
Optional tasks and tools to aid with data access remediation depending on licensing and skills

Data access

Manually adjust 

permissions in 

Sites and Teams

Temporarily restrict 

SharePoint site 

content using 

Restricted 

SharePoint Search

Implement 

Access Reviews 

to recertify 

Teams & Group 

audience 

Implement 

container 

labeling 

conditions to 

new public / 

private site

Refine group 

expiration policy 

for inactive 

Teams & Group 

sites

Use SharePoint 

Premium to 

restrict access to 

specific Sites

• Remediate permissions

• Evaluate data boundaries

• Evaluate and enforce access reviews

• Evaluate and apply expiration policies

• Evaluate and apply conditional access
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Implement Controls

3

We must discover data access to drive awareness, review, and remediation actions (i.e., manage 

overprivileged and risky users and devices.

Why does this matter?

Purpose: To remediate any existing permission level and access risks along with 
implementation of future governing practices around access control and review.

Procedure: Evaluate and remediate required permission levels and prepare/implement 
access controls and reviews

1. Engage your IT and SharePoint Administrators to review existing roles, permissions, groups, and privacy levels.
• Sharing Policies
• Access Control Policies

2. Resolve memberships via site and access reviews to expire sites, set default configurations, set recurring 
access reviews, etc.
• Site access reviews
• Expiration policies
• Sharing links reports

Results: Remove legacy permission risks and look to future proof Microsoft 365 long term 
by implementing processes for continuous content / access reviews.

https://learn.microsoft.com/en-US/sharepoint/turn-external-sharing-on-or-off?WT.mc_id=365AdminCSH_spo
https://learn.microsoft.com/en-US/sharepoint/limit-access?WT.mc_id=365AdminCSH_spo


Strengthen access controls
SharePoint sharing policies, reports, and access reviews

1. Remediate top 10 overshared sites.

2. Review site settings – shared w/anyone, public vs. private.

3. Confirm site owners and accountabilities.

4. Kick off access reviews to drive container labels, expirations, etc.

5. Establish go-forward processes (set recurring access reviews, refine 

sensitivity and retention policies, etc.).

3

Sharing policies and reports

Run PowerShell scripts and/or use advanced reports to extract and review site details and permissions across your 

Microsoft 365 environment

Implement access reviews



How do we get ready for Copilot for M365?
“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

Identify high value 
improvement 

actions to 
strengthen security 

and privacy 
controls and 
readiness for 

Copilot for 
Microsoft 365

1

2

3

4

5

Limit use of consumer generative AI to protect your corporate data, avoid data leakage, and 

benefit from Microsoft Responsible AI standards and Copilot Copyright Commitments. 

Plan your Copilot rollout by controlling who gets access first, allowing for data clean-up, 

least-privilege access controls, and supporting communications and training.
Zero Trust Model

Strengthen data access controls to drive awareness, review, and remediation actions (i.e., 

manage overprivileged and risky users and devices)
Microsoft Entra ID Access Reviews | SharePoint admin center | Microsoft Intune

Prioritize deployment of data security and compliance controls - identify and label sensitive, 

personal, and business critical data for appropriate Copilot usage.
Microsoft Purview | Microsoft Purview data security and compliance protections for Copilot 

Use specialized tools for data clean-up to accelerate the remediation of data oversharing at 

scale via data governance reports, restricted access controls, and more. 
SharePoint Premium | Microsoft Graph Data Connect

Identify those who 
can help

Work with your Microsoft customer enablement teams and partners on top priority actions, 

readiness assessments, and deployment plans.
Copilot for Microsoft 365 – Microsoft Adoption | Microsoft Copilot for Microsoft 365 setup guide

4

https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce


Prioritize deployment of data security controls
Optional tasks and tools to aid with data security depending on licensing and skills

4

Add-onE5E3

Data security

• Prevent data loss

• Protect data

• Mitigate insider risk

• Evaluate and apply additional encryptionA
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Implement Controls

Implement data 

loss prevention 

policies for mail, 

files, and Sites

Manually apply 

sensitivity labels 

to Microsoft 

Teams and Sites

Implement data 

loss prevention 

policies for 

Microsoft Teams 

and third-party 

cloud apps

Create data 

overexposure 

policies using 

Microsoft Priva

Auto-apply 

sensitivity labels 

to Microsoft 

Teams and Sites

Apply 

encryption 

options to 

content, sites, 

and containers

Why does this matter?

Purpose: To implement data security controls to further detect, classify, protect, and 

prevent future data loss of any existing or future sensitive assets

Procedures: Once data classification schema is defined, apply levels of sensitivity to 

content and sites with the appropriate levels assigned to each. Apply data loss 

prevention policies aligned to the goals set forth of your overall data security program.

Results: Sensitive data is classified, protected, and discoverable to aid in the protection 

of oversharing and inadvertent data loss

We must identify and protect sensitive data to control access and encourage safe data handling.



Where to start

4



Demo

1. Applying retention and deletion controls (e.g., Copilot interactions, recordings and transcripts)

2. Gathering evidence and audit for data investigations and litigation

3. Monitoring for ethical and appropriate use

4. Using specialized tools for data clean-up and data governance

Administrator – Risk and 

Compliance Controls



Retention and deletion policies

Data Lifecycle Management | Apply retention and deletion policies for Copilot prompts and responses; retain what is valuable, remove what is not.

Create retention policies that identify 

how long the content is retained or 

deleted based on where the Teams 

content is stored.

• Teams Chats

• Teams Channels (Standard or Private)

• One Drive for Business

• SharePoint Online

• Exchange

ME5ME3



She uses name mentions and speaker 

markers to hear about the task directly. 

And reviews the content shared using 

screenshare markers and Chapters.

M365 CopilotMeetings, Call Records, Intelligent Recaps, Transcripts, Translations…

The table helps Amanda identify her 

preferred route, but she is curious how the 

rest of the team feels about that option. 

She asks Copilot how did the team react 

to option 2 to get a better sense of their 

sentiments during the meeting. 

First, Amanda skims the highlights on 
the Recap tab such as AI-generated 
notes and suggested tasks.

In order to start making progress on 

her task, she asks Copilot to organize 

the options discussed into a pros and 

cons table 

3

She notices a task was assigned to her 

2

4

5

1

As an Information Governance 

and eDiscovery leader, I need 

to enable proper retention and 

discovery of Teams meetings 

and other Copilot content.

• We want to retain what is 

meaningful and a business 

record.

• We value keeping 

meetings, conversations, 

and information shared in 

context.

• We want to dispose of what 

is of low or short-term 

value.

Data Lifecycle Management | Auto-apply retention labels to matching content (e.g., meeting recordings and transcripts)

Query-based auto-apply policies use the same search index for Data Lifecycle Management as eDiscovery content search to 

identify content. You can also run an auto-labeling policy in simulation mode to see the results reported to refine your rules for 

accuracy if needed, or gradually increase the scope of your auto-labeling policy before deployment.

ME5

https://learn.microsoft.com/en-us/purview/ediscovery-keyword-queries-and-search-conditions
https://learn.microsoft.com/en-us/purview/apply-retention-labels-automatically#learn-about-simulation-mode


Audit | Copilot events and user interactions are detected and captured

ME3



Audit demo slide 1

Audit | Copilot events and user interactions are detected and captured

ME3



Audit demo slide 2

Audit | Copilot events and user interactions are detected and captured

ME3



Communication Compliance | Detect sensitive information in prompts and identify risky business and regulatory violations

ME5



Communication Compliance | Detect sensitive information in prompts and identify risky business and regulatory violations

ME5



Communication Compliance | Detect sensitive information in prompts and identify risky business and regulatory violations, cont.

ME5



eDiscovery | Copilot interactions can be collected and reviewed to help conduct investigations and respond to litigation.

ME3 (Standard)



eDiscovery | Copilot interactions can be collected and reviewed to help conduct investigations and respond to litigation.

ME3 (Standard)



List of Co-pilot 

item classes 

available in 

eDiscovery

Public Documentation:

Protect and manage Microsoft 365 
Copilot by using Microsoft Purview | 
Microsoft Learn

Search for and delete Microsoft 365 
Copilot data | Microsoft Learn

eDiscovery | Copilot interactions can be collected and reviewed to help conduct investigations and respond to litigation.

https://learn.microsoft.com/en-us/purview/ai-microsoft-purview#microsoft-purview-supports-compliance-management-for-microsoft-365-copilot
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview#microsoft-purview-supports-compliance-management-for-microsoft-365-copilot
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview#microsoft-purview-supports-compliance-management-for-microsoft-365-copilot
https://learn.microsoft.com/en-us/purview/ediscovery-search-and-delete-copilot-data
https://learn.microsoft.com/en-us/purview/ediscovery-search-and-delete-copilot-data


Demo

1. Sensitivity labels – applying and enforcing protection (content markings, encryption, privacy, access controls)

2. Label citations – guiding awareness of data sources and classification

3. Label inheritance – driving labels to content created by Copilot

4. Permissions adherence – performing only authorized activities (least privilege access)

End User – Prompts and 

Responses 



• All content created or modified carries at 

minimum, default label

• Optionally use a mandatory label

• Label may only be downgraded or 

upgraded, not removed

• Optionally use downgrade justification 

to capture reduction of security

Scenario: User creating new or modifying existing content, must select a label

Sensitivity Labels: Document Handling - Default or Mandatory Labels

ME3

4

Outcome

Minimum security baseline instituted on all 

content



4

Establishing container labeling when provisioning Teams and SharePoint sites

ME5



• Document contains PII or PHI elements 

or other sensitive info

• Content is recognized by MIP and user 

guidance is provided

• Learning opportunity to reinforce 

organization policy and guide behavior

ME5

Labels: Document Handling - Recommended Labeling

4Scenario: User creates or modifies content which is sensitive in nature

Outcome

Proactive protection & restriction to 

authorized recipients



Prompt

Response

Summary permissible

Citation

Users can see the 

sensitivity of the 

document referenced 

in the Copilot output. 

The referenced file’s 

sensitivity is also 

visible in the citation General without access control

General

Label Citations

ME3

4Scenario: User prompts Copilot source guidance on patient intake procedures



• User creates an email and attaches a file 

with sensitive information or a file with 

an elevated sensitivity label

• Message sensitivity aligned via 

recommendation or automatically

• Learning reinforced with explanation of 

action

Labels: Email Handing Recommended Labeling

ME5

4

Outcome

Proactive Protection and restriction to 

authorized recipients

Scenario: User composing an email attaches labeled content



Prompt

Response
Summary permissible

Label Citation
• Users can see the sensitivity 

of the document referenced 

in the Copilot output. 

• The referenced file’s 

sensitivity is also visible in 

the citation Confidential without access control

Confidential

Label Citations

ME3

4Scenario: User prompts Copilot to source patient intake forms



Prompt

❑ The source file’s sensitivity is 

applied to the new content 

created by Copilot.

❑ User guidance is provided on this 

activity to reinforce protection

❑ Copilot citation in speaker notes

Label inherited from source

Copilot: Label Inheritance

ME3

4Scenario: User prompts Copilot to create a presentation from a sourced document



Prompt

Response

NO summary given

❑ Copilot cannot 

extract content 

from source

❑ Protection 

maintained

Copilot: Permissions Adherence

ME3

4Scenario: User prompts Copilot to summarize a protected document



Prompt

❑ Copilot cannot extract content 

from source

❑ Protection maintained

Response

Copilot: Permissions Adherence

ME3

4Scenario: User prompts Copilot to create new content from protected source



Copilot generated output will be automatically 

labeled if sensitive content is detected and auto 

labeling policies are set up. 

Copilot: Auto Labeling Copilot Generated Content

4Scenario: User prompts Copilot to create new content from an unlabeled source



Identify high value 
improvement 

actions to 
strengthen security 

and privacy 
controls and 
readiness for 

Copilot for 
Microsoft 365

1

2

3

4

5

Limit use of consumer generative AI to protect your corporate data, avoid data leakage, and 

benefit from Microsoft Responsible AI standards and Copilot Copyright Commitments. 

Plan your Copilot rollout by controlling who gets access first, allowing for data clean-up, 

least-privilege access controls, and supporting communications and training.
Zero Trust Model

Strengthen data access controls to drive awareness, review, and remediation actions (i.e., 

manage overprivileged and risky users and devices)
Microsoft Entra ID Access Reviews | SharePoint admin center | Microsoft Intune

Prioritize deployment of data security and compliance controls - identify and label sensitive, 

personal, and business critical data for appropriate Copilot usage.
Microsoft Purview | Microsoft Purview data security and compliance protections for Copilot 

Use specialized tools for data clean-up to accelerate the remediation of data oversharing at 

scale via data governance reports, restricted access controls, and more. 
SharePoint Premium | Microsoft Graph Data Connect

Identify those who 
can help

5

Work with your Microsoft customer enablement teams and partners on top priority actions, 

readiness assessments, and deployment plans.
Copilot for Microsoft 365 – Microsoft Adoption | Microsoft Copilot for Microsoft 365 setup guide

How do we get ready for Copilot for M365?
“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce


Use specialized tools for data clean-up
Several options available to aid with overall Microsoft 365 data security, governance, and compliance *

Data discovery Data access Data security Risk and compliance

Implement ControlsUncover Risks

A
re

a
s 

o
f 

fo
c
u

s
O

p
ti

o
n

a
l 
a
c
ti

o
n

s

Review existing 

permissions of 

Teams and Sites 

Use content 

search to 

discover 

sensitive 

information

Run PowerShell 

scripts to 

generate reports

Use Content 

Explorer to 

identify sensitive 

content

Identify data 

exposition with 

Defender for 

Cloud Apps

Use eDiscovery 

Premium to 

identify sensitive 

content

Identify 

overshared 

personally 

identifiable 

information with 

Microsoft Priva

Identify sensitive 

or overexposed 

content with 

SharePoint 

Premium

Microsoft 

Purview 

Advanced Rich 

Reporting

Manually adjust 

permissions in 

Sites and Teams

Temporarily restrict 

SharePoint site 

content using 

Restricted 

SharePoint Search

Implement data 

loss prevention 

policies for mail, 

files, and Sites

Manually apply 

sensitivity labels 

to Microsoft 

Teams and Sites

Implement 

location-wide 

retention and 

deletion policies

Use Audit 

Standard to 

review any 

Copilot activities

Implement 

Access Reviews 

to recertify 

Teams & Group 

audience 

Implement 

container 

labeling 

conditions to 

new public / 

private site

Implement data 

loss prevention 

policies for 

Microsoft Teams 

and third-party 

cloud apps

Implement 

adaptive 

retention and 

deletion policies 

(scoped 

retention)

Implement 

disposition 

reviews before 

deleting or 

archiving 

content/sites

Refine group 

expiration policy 

for inactive 

Teams & Group 

sites

Use SharePoint 

Premium to 

restrict access to 

specific Sites

Create data 

overexposure 

policies using 

Microsoft Priva

Use Microsoft 

Priva to 

introduce data 

minimization 

policies

Use SharePoint 

Premium to 

manage Site 

lifecycle policies

* NOTE: These activities are purely optional and NOT a requirement for Copilot for Microsoft 365 nor in any particular order of precedence

• Permissions

• Sensitive and personal data

• Privacy levels

• Data overexposure

• Obsolete data

• Levels of sensitivity

• Application of retention

• Access request procedures

• Data loss procedures

• On/Offboarding procedures

• Remediate permissions

• Evaluate data boundaries

• Evaluate and enforce access reviews

• Evaluate and apply expiration policies

• Evaluate and apply conditional access

• Prevent data loss

• Protect data

• Mitigate insider risk

• Evaluate and apply additional encryption

• Evaluate and enforce retention policies

• Evaluate and implement records keeping

• Understand discovery and audit

• Implement communication surveillance

• Evaluate disposition and archiving needs

Auto-apply 

sensitivity labels 

to Microsoft 

Teams and Sites

Apply 

encryption 

options to 

content, sites, 

and containers

Add-onE5E3

5



SharePoint Advanced Management

Microsoft Priva | Privacy Rights Management

Microsoft Priva | Privacy Rights Management

SharePoint Premium Backup and Archive

Backup and Archive

SharePoint Premium “Project Archimedes”

“Project Archimedes”

Microsoft Graph Microsoft Graph Data Connect

Microsoft Graph Data Connect

Microsoft Fabric Azure Synapse Analytics

Azure Synapse Analytics

Power BI

Microsoft Purview APIs

PowerShell Scripts 

Microsoft Purview Advanced Rich Reports

Microsoft Purview Advanced Rich Reports

SharePoint Advanced Management

Microsoft Priva | Privacy Rights 

Management

SharePoint Premium| Backup and 

Archive

SharePoint Premium | “Project 

Archimedes”

Microsoft Graph |  Microsoft Graph Data 

Connect

Microsoft Fabric | Azure Synapse 

Analytics

Power BI | to build visualizations and 

reports

Microsoft Purview APIs | extensibility

PowerShell Scripts | custom scripts

Microsoft Purview Advanced Rich 

Reports

Use specialized tools for data clean-up
Long-term options to aid with continual overall data governance

5

Data access governance | Shows the top sites that have the most oversharing links by sensitivity, external sharing, RAC, 

unmanaged devices, dates, and more. Enables forcing a site access review (one-time/recurring) to remediate oversharing.

https://learn.microsoft.com/en-us/sharepoint/advanced-management
https://www.microsoft.com/en-us/security/business/microsoft-priva?ef_id=_k_202aa381238b14458dfac655d8c23ddd_k_&OCID=AIDcmmdamuj0pc_SEM__k_202aa381238b14458dfac655d8c23ddd_k_&msclkid=202aa381238b14458dfac655d8c23ddd
https://www.microsoft.com/en-us/security/business/microsoft-priva?ef_id=_k_202aa381238b14458dfac655d8c23ddd_k_&OCID=AIDcmmdamuj0pc_SEM__k_202aa381238b14458dfac655d8c23ddd_k_&msclkid=202aa381238b14458dfac655d8c23ddd
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://techcommunity.microsoft.com/t5/microsoft-syntex-blog/welcome-to-microsoft-inspire-2023-introducing-microsoft-365/ba-p/3874887
https://techcommunity.microsoft.com/t5/microsoft-syntex-blog/welcome-to-microsoft-inspire-2023-introducing-microsoft-365/ba-p/3874887
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://techcommunity.microsoft.com/t5/microsoft-syntex-blog/announcing-new-microsoft-syntex-innovations-plugins-for/ba-p/3827822
https://techcommunity.microsoft.com/t5/microsoft-syntex-blog/announcing-new-microsoft-syntex-innovations-plugins-for/ba-p/3827822
https://learn.microsoft.com/en-us/graph/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://microsoft.com/microsoft-fabric
https://azure.microsoft.com/en-us/products/synapse-analytics/
https://azure.microsoft.com/en-us/products/synapse-analytics/
https://powerbi.microsoft.com/en-us/
https://learn.microsoft.com/en-us/purview/compliance-extensibility
https://learn.microsoft.com/en-us/powershell/scripting/learn/ps101/01-getting-started?view=powershell-7.3
https://github.com/microsoft/Microsoft-Purview-Advanced-Rich-Reports-MPARR-Collector/blob/main/README.md
https://github.com/microsoft/Microsoft-Purview-Advanced-Rich-Reports-MPARR-Collector/blob/main/README.md


Optimizing your Copilot for Microsoft 365 rollout
Optimize your data security, privacy, and governance processes and requirements

Identify high value 
improvement 

actions to 
strengthen security 

and privacy 
controls and 
readiness for 

Copilot for 
Microsoft 365

1

2

3

4

5

Limit use of consumer generative AI to protect your corporate data, avoid data leakage, and 

benefit from Microsoft Responsible AI standards and Copilot Copyright Commitments. 

Plan your Copilot rollout by controlling who gets access first, allowing for data clean-up, 

least-privilege access controls, and supporting communications and training.
Zero Trust Model

Strengthen data access controls to drive awareness, review, and remediation actions (i.e., 

manage overprivileged and risky users and devices)
Microsoft Entra ID Access Reviews | SharePoint admin center | Microsoft Intune

Prioritize deployment of data security and compliance controls - identify and label sensitive, 

personal, and business critical data for appropriate Copilot usage.
Microsoft Purview | Microsoft Purview data security and compliance protections for Copilot 

Use specialized tools for data clean-up to accelerate the remediation of data oversharing at 

scale via data governance reports, restricted access controls, and more. 
SharePoint Premium | Microsoft Graph Data Connect

Identify those who 
can help

Work with your Microsoft customer enablement teams and partners on top priority actions, 

readiness assessments, and deployment plans.
Copilot for Microsoft 365 – Microsoft Adoption | Microsoft Copilot for Microsoft 365 setup guide

https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce


Appendix

Explore support options through Microsoft Unified Support and FastTrack

Get end to end assistance through Partner offers

Delve into security, privacy and compliance

Learn how AI is creating a whole new way of working

Leverage the Resources for Adoption

https://www.microsoft.com/en-us/unifiedsupport/overview
https://www.microsoft.com/en-ca/fasttrack
https://aka.ms/M365CopilotPartnerShowcase
https://learn.microsoft.com/en-us/microsoft-365-copilot/microsoft-365-copilot-privacy
https://www.microsoft.com/en-us/worklab/work-trend-index/will-ai-fix-work
https://adoption.microsoft.com/en-us/copilot/


Meet the Microsoft Purview Family
Integrated solutions to secure and govern your entire data estate

Shared Platform
Data Map, Data Classification, Data Labels, Audit, Data Connectors

Data Loss Prevention

Insider Risk Management

Information Protection

Adaptive Protection

Secure data across its lifecycle, 

wherever it lives

D A T A  S E C U R I T Y

Data Catalog

Data Curation

Data Management

Data Discoverability

Data Understanding

Responsible Access and Use

Responsibly democratize value 

creation from data

D A T A  G O V E R N A N C E

Compliance Manager

eDiscovery & Audit

Communication Compliance

Data Lifecycle Management

Records Management

Manage critical risks and 

regulatory requirements

R I S K  &  C O M P L I A N C E  P O S T U R E

AI generated data Microsoft and Multi-cloudUnstructured & Structured data

Secure Compliant

On-prem and multi-cloud Unstructured & structured data Across IaaS and SaaS



Planning your Copilot for Microsoft 365 rollout
Get started quickly and continue to optimize along the way

5

If used, 

disable 

Restricted 

SharePoint 

Search

• Restricted SharePoint Search will limit Copilot for Microsoft 365 experiences and organization-wide search. 

• It is a temporary option which gives you time to address oversharing concerns while getting started on your Copilot journey.

4

OPTIMIZE 

FURTHER 

AS NEEDED 

Core

Restrict data oversharing and data leaks with 

manual labeling and policies

Required licenses:

Office 365 E3, Microsoft 365 Business, or higher; and

SharePoint Advanced Management

Best In Class

Prevent data oversharing, data leaks, and detect 

non-compliant usage at scale with auto labeling and 

policies

Required licenses:

Microsoft 365 E5; and

SharePoint Advanced Management

YES

Deploy Copilot for Microsoft 365

Deploy Copilot for Microsoft 365

3

Deploy Copilot 

for Microsoft 365

 Enable Restricted SharePoint Search*

 Enable Restricted SharePoint Search*

 Enable Restricted SharePoint Search*

 Enable Restricted SharePoint Search*

2b

Enable 

Restricted 

SharePoint 

Search*

NO

2a

Ready to 

deploy?

Get started

 Copilot for Microsoft 365 Optimization Assessment 

 Copilot for Microsoft 365 Optimization Assessment 

 Copilot for Microsoft 365 Optimization Assessment 

 Copilot for Microsoft 365 Optimization Assessment 

Copilot for 

Microsoft 365 

Optimization 

Assessment 

Determine path

(26 questions; 30 minutes)

1

2

https://setup.cloud.microsoft/copilot-for-microsoft-365/setup-guide
https://setup.cloud.microsoft/copilot-for-microsoft-365/setup-guide
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://www.microsoft.com/en-us/solutionassessments/safeedbackform


PREREQUISITES

・ Available to tenants with Copilot for Microsoft 365 subscriptions

・ Activation requires Global/Tenant/SharePoint admin rights 

Use specialized tools for data clean-up
Restricted SharePoint Search

・ Restricted SharePoint Search is designed for organizations 
particularly concerned about unintentional oversharing of content

・When enabled, Copilot experiences and organization-wide search 
are limited to a select set of SharePoint sites, as well as the 
individual user’s files and content

This is intended as a temporary solution to give you time to 
review and audit site permissions, while implementing robust 
data security solutions from Microsoft Purview and content 
management with SharePoint Advanced Management.

IMPACT 

Restricted SharePoint Search disables organization-wide search, 
while allowing you to select sites that you trust. This means users in 
your organization can use Copilot to reason over:

・An allowed list of curated SharePoint sites set up by admins (up 
to 100 SharePoint sites), honoring existing permissions on a site

・Users’ OneDrive for Business, chats they are part of, emails they 
send and receive, calendars to which they have access, etc.

・Files that are shared with, and accessed by users

・Content from users’ frequently visited sites

Access this blog for more info.

2

https://aka.ms/RSS/Blog


Data discovery and planning
Optional preparation tasks to perform before conducting a data discovery risk assessment

Assistance 
availability

FastTrack

• Guided assistance only

• Does not perform hands-
on or advisory activities

Assistance 
required

External consultants

• Leveraged for advisory 
services such as legal 
counsel and adoption

• Aids with independent 
analysis of the 
requirements ahead

Data 
definitions

Sensitive Content

• Define what patterns and 
content would be 
deemed as sensitive in 
nature

• Used to help scan and 
report on locations of 
sensitive materials

Data 
classification

Environment 
preparation

Unified support

• Designate engineers with 
hands-on experience

• Leverages existing 
support hours to engage

Internal resources

• Assess current skill levels 
and availability

• Helps with knowledge of 
existing environment

Technical specialists

• Tools and product 
knowledge

• Helps to understand what 
is technically available

Microsoft Partner

• Subject matter expertise 
of technologies and 
requirements

• Aids with technical and 
advisory services by 
applying past best 
practices experiences

Internal hiring

• Assess current skill gaps 
and necessary ways to 
fulfill those people needs

• Evaluate potential hiring 
needs ahead of planning 
and rollout

Personal Data

• Define what patterns and 
content would be 
deemed as personally 
identifiable in nature

• Used to help scan and 
report on locations of 
personally identifiable 
materials

Data security, privacy and handling policies

• Review and update any required policies or procedures related to the 
proper use of organizational data

• Understand the methods for auditing and discovery of use

• Helps to guide and prepare for the use and resilience of the rollout

Levels of sensitivity

• Define an agreed upon 
corporate data 
classification schema to 
be used for data security

• Used throughout the 
process of discovery and 
remediation of data 
security

Classification awareness

• Prepare for end user 
knowledge and 
awareness

• Helps drive end user 
adoption and importance 
of data security

Copilot for Microsoft 365

• Procure and activate 
Copilot for implementation 
team

• Aids in overall learning

Tools and environment

• Determine hardware 
and/or software required

• Aids in cost analysis and 
timing for preparation

Security

• Determine what minimal 
permissions are required

• Helps in defining technical 
roles and responsibilities

Reporting

• Determine who and 
methods for reporting 
results

• Helps communicate risks

MicrosoftAvailable through:
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