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Welcome + Introductions

Erfan Setork

Principal Technical Specialist, Compliance

erfansetork@microsoft.com | Linkedin

Natalie Noonan

Global Black Belt, Compliance
CIPM (IAPP), IGP (ARMA), CSM, PMP

nanoonan@microsoft.com | Linkedin

Leads data protection and data governance strategies for
prominent US healthcare providers and payers

10+ years as a former IT, cybersecurity and compliance
analyst within enterprise software companies

Works with Microsoft’s customers, partners, and engineering
teams to bring customer insights and enhancements into
the risk and compliance solutions

Point of escalation for customers aSseésing and deploying
Microsoft Purview to meet legal, risk, and compliance
obligations

m—
20+ years as a former program leader, practitioner, and
consultant specializing in information governance,
ediscovery, and privacy


mailto:erfansetork@microsoft.com
mailto:nanoonan@microsoft.com
https://www.linkedin.com/in/nataliergarber/
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Overview What is Copilot for M365? What are top information governance problems and risks?
: How do we deploy Copilot securely? Where do we start?

. 1. How do we get ready for Copilot for M365? >>"plan on a page”
Readiness : : : : :
: 2. Planning your Copilot rollout — enabling data clean-up and governance by design

: Administrator - Risk and Compliance Controls

1. Applying retention and deletion controls (e.g., Copilot interactions, recordings and transcripts)
2. Monitoring for ethical and appropriate use

3. Gathering evidence and audit for data investigations and litigation

4. Using specialized tools for data clean-up and data governance
Demo

: End User — Prompts and Responses

1. Sensitivity labels — applying and enforcing protection (content markings, encryption, privacy, access controls)
Label citations — guiding awareness of data sources and classification

2.
3. Label inheritance — driving labels to content created by Copilot
4. Permissions adherence — performing only authorized activities (least privilege access)

Closing Q&A



Overview
Copilot for Microsoft 365




Security and compliance concerns with Al usage

>QA Insufficient visibility into the usage of Al applications can result in security and compliance challenges.

Data leak:
Users may inadvertently leak sensitive
data to Al apps

Data oversharing:
Users may access sensitive data via
Al apps they are not authorized to view
or edit

Non-compliance usage:
Users use Al apps to generate unethical
or other high-risk content

i
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What is Microsoft Copilot?

Copilot (Edge)

Better interaction
with web content

Copilot for Web

Dynamics

Better sales and
customer support

Copilots for Business

P
Y Microsoft Copilot | Microsoft Al
Microsoft 365 Viva Windows

Word Outlook Excel PowerPoint Teams M365 Chat

E W) ) D

Drive Better interaction with
: adoption OS, apps, and files
Bt re.a.d N9 Better e-mail Better data Better Better Your Al
and writing . . . .
; management analysis presentations meetings assistant c
assistance Enhance Copilot
Copilot for Productivity for Everyday
Fabric Security GitHub Copilot Studio

Better data analytics and Better threat detection, Better code Better creation of apps,

business intelligence identification, and mitigation development workflows, and agents

Copilots for Analytics Copilot for Security Copilot for Development Copilot for Low/No Code
Development


https://www.microsoft.com/en-us/microsoft-copilot

What are common use cases?

= Customer A
adales : e ASL
- - . - ‘.‘ * p\ﬁb |
Jumpstart the creative Stay focused Stay coordinated as a Quickly search data Simplify quality
process and generate on closing deals team to resolve more to solve your most reporting and data
ideas while writing with an Al assistant customer issues complex problems validation
for email
Microsof it 365 e ° @ outiook e
| = Home View Help
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for Microsoft 365
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o Add account

[ View prompts

o Casey Jensen
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Data and IT
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Effectively manage Store, access, and
shared projects and prioritize notes in a
track progress fraction of the time
@ 0 B 0 B |- 0 x

i Join () Chat
’
246 AM
Yes . % No La Follow
Messages  Maeting Detai
12:00 P
Daniela Mandera

% copilot for Microsoft 365 7y Copilot in Outlook



Comparing Personal, Work and Copilot for M365

. Copilot for
EERE Microsoft 365
Personal Work
(consumer) (enterprise/tenant)

GPT Large Language Model o o o
Al-Powered Web Search, ° ~ °
Answers & Content Generation
Commercial Data Protection ® ®
Enterprise Security, Privacy & Compliance : o
Microsoft 365 Graph (content & context) ®
Microsoft 365 Apps ®
Prompts retained o ®
Prompts potentially used to tune LLM o




Technical Readiness




How do we get ready for Copilot for M3657?

“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

Limit use of consumer generative Al to protect your corporate data, avoid data leakage, and
benefit from Microsoft Responsible Al standards and Copilot Copyright Commitments.

Plan your Copilot rollout by controlling who gets access first, allowing for data clean-up,

least-privilege access controls, and supporting communications and training.
Zero Trust Model

Identify high value
Improvement
actions to
strengthen security
and privacy controls
and readiness for
Copilot for Microsoft
365

Strengthen data access controls to drive awareness, review, and remediation actions (i.e.,

manage overprivileged and risky users and devices)
Microsoft Entra ID Access Reviews | SharePoint admin center | Microsoft Intune

Prioritize deployment of data security and compliance controls - identify and label sensitive,

personal, and business critical data for appropriate Copilot usage.
Microsoft Purview | Microsoft Purview data security and compliance protections for Copilot

o Use specialized tools for data clean-up to accelerate the remediation of data oversharing at

scale via data governance reports, restricted access controls, and more.
SharePoint Premium | Microsoft Graph Data Connect

Work with your Microsoft customer enablement teams and partners on top priority actions,

readiness assessments, and deployment plans.
Copilot for Microsoft 365 — Microsoft Adoption | Microsoft Copilot for Microsoft 365 setup guide

——

|dentify those who
can help ‘



https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce

How do we get ready for Copilot for M3657?

“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

benefit from Microsoft Responsible Al standards and Copilot Copyright Commitments.

a Limit use of consumer generative Al to protect your corporate data, avoid data leakage, and

|dentify high value
improvement
actions to
strengthen security
and privacy
controls and
readiness for
Copilot for
Microsoft 365

|dentify those who
can help



https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce

Microsoft Purview P Search for users, groups, settings, and actions

Al hub (preview)

Analytics  Policies  Activity explorer

-
&

Al hub in Microsoft Purview provides insights to help security teams gain comprehensive visibility into data security risks (e.g.,

prompts containing sensitive data in consumer generative Al).

A Total prompts over time (Microsoft Copilot) e Total visits (Other Al assistants)
A Up 14% in the last 30 days A Up 7% in the last 30 days
b
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——
= 80K 80K
@ 60K 60K
2 2
Q £ G
<] >
5 40K 5 40K
5 @
T K]
e 20K E 20K
3 =z
&® z
0 0
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/O B Copilot for Microsoft 365 prompts B Vvisits to Other Al assistants
= View details View details
(&
Sensitive data in prompts

Sensitive data shared with all Al assistants grouped by sensitive information type.

; R

) M Credit card numbers M US.SSN [ Physical address [l Bank Account [l ABA routing numbers Il Credit card numbers S.SSN M Physical address Ml Bank Account Bl ABA routing numbers




Microsoft 365 compliance

L Search for users, groups, settings, and actions

File upload to cloud

Activity details

Activity

File upload to cloud

Target domain

bard.google.com

About this item

User

Mona.Kane@contoso.com

Sensitve info type
Credit card number

Location details

Source location type

Unknown

Platform
Windows

Application
Desktop-3453HD

View device details

MDAIP device ID

Happened
Sep 13, 2023 3:54 PM

Enforcement modé
Audit

JIT triggered
False

Policy

Al hub - Data Protection

Destination location type

Unknown

Application
msedge.exe

330e9ca0778b%ec2ab7933ac9f7ehsd1987bacd8

Done




< O () https://bard.google.com/chat o &8 & A b % M = @®@ %

= Berdl o] more info D 7@ @ac
-+ New chat
Recent *0 G

[  Extract credit card nu... Hello again

Tell me what’s on your mind, or pick a suggestion.

Dynamic DLP

policies with

Adaptive

Protection to Understand Create Explore

prevent

sensitive data refactor code supportive response € comparison shop

loss in third-

party Al . . N .

applications explain JavaScript code mocktail recipe best beaches in...
rules of a sport revise mv writina date niaht plannina

[ | Enter a prompt here ¢ | B

® Washington, USA

Microsoft Purview DLP can block sensitive data from being pasted to consumer Al apps


https://learn.microsoft.com/en-us/copilot/manage#require-commercial-data-protection-in-

How do we get ready for Copilot for M3657?

“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

improvement least-privilege access controls, and supporting communications and training.

actions to Zero Trust Model
strengthen security
and privacy
controls and
readiness for
Copilot for
Microsoft 365

|dentify high value e Plan your Copilot rollout by controlling who gets access first, allowing for data clean-up,

|dentify those who
can help
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https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
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Perform data discovery

Optional tasks and tools to aid as part of a data discovery risk assessment depending on licensing and skills

[ Uncover Risks ] :
. [ . 1l We must discover and classify data to understand how it is being used, stored, and shared to
3 Data discovery ) : implement appropriate safeguards.
Hg \ J I
= Y
5 |
w Permissions * Levels of sensitivity |
(] Sensitive and personal data + Application of retention | =
E Privacy levels + Access request procedures | Why does thls matter?
<L Data overexposure + Data loss procedures |
Obsolete data + On/Offboarding procedures } |
= |
i - || |Purpose: To uncover and report on potential risks of overexposed sensitive data,
se content . . . . . . .
Review existing search to Run Powershell | | oversharing of sites and content, and to aid in the preparation of remediation
permissions of discover scripts to | el
Teams and Sites sensitive generate reports I aCtIVItleS
information |
I . . . .
@ ¥ Procedure: Run manual procedures, tools, scripts, and building of visual assets
g | | L’Eii,ﬁ,?;‘}i;f oot 'Ui,e,;n'?;jiﬁ{ify | to help uncover and present existing risks of data, permissions, and other
o dentify sensitive Pl dentlly sensitive | | security, privacy, and information technology concerns to help plan for the
g | | remediation activities ahead
.‘§. oJSresTaiafryed Identify sensitive Microsoft : . . . o el
o) ol or overexposed Punviow | | Results: To obtain knowledge of exposed risks, required activities of
. o content wi : . . . . . . .
formation with SharePoint A Reporting | | remediation, assignment and alignment of resources required, and estimations
. . remium . . .
| oot P | | of time required to implement the necessary controls
|
|
|
1




Microsoft Purview

w2 Compliance Manager . s .
Data classification
I (D Data classification
2%  Data connectors Overview  Trainable classifiers ~ Sensitive info types =~ EDM classifiers ~ Content explorer  Activity explorer
A Aerts Explore the email and docs in your organization that contain sensitive info or have labels applied. You drill down further by reviewing the source content that's currently stored
in Exchange, SharePaint, and OneDrive. Support for more locations is coming soon. Learn more
b Reports
= Policies L Filter on labels, info types, or categories All locations > SharePoint > https://m365x10870916.sharepoint.com/sites/Retail
.. LAD 1es5L Iermms | -
Qﬁ Permissions @ The actual number of items in this site/folder might be different from d sl d 7 X
the calculated number that's displayed on the left AdS ogans.docx
£F  Trials Sensitivity labels N
L Export /O Search  source  Details
Soluti Highly Confidential/Merger and Acquisition 1 N
olutions D 0 Name Sensitive info type Tra
Hi Catalog Retention labels ~ S . .
O @5 Contoso Electronic...  All Full Names Fini
BR App governance ;
Retain Syrs and Delete 8 (0 @ Electronics Store Tr... Al Full Names Fin: Ad Sloga ns
=2 Audit .
Pll Data - United Stat 1 I )
ata - nited States 85  Ad Slogans.docx Fin:
/O Content search .
Trainable Classifiers ~ () @ CEAnnual Reportd.. Al Full Names Fin Build off
L0}  Communication compliance .Work on ::;/l:;us
Finance 23 0 letter of intent 8.pdf  Types Of M.. +1more  Agr improving ¢, cesses
(8 Data loss prevention .Analyze awrl-;ere we
Agreements 17 ] B term sheet_4.pdf Australian C... +5 more  Agt Latencies
3 eDiscovery v
) Legal Affairs 16 B |etter of intent 9.pdf  AllFullNa.. +2more  Agi
= Data lifecycle management v J O =P

/\\/101‘2@\

. . M&A Fil 15 All Full Na... +2 M8
(& Information protection fes term sheet_1.pdf ull Na... +2more )

U
B

Use Content Explorer & Activity Explorer to understand what types of sensitive Ol E v TR e
and personal information exists and how it is being used and shared. Finance

W Records management Non disclosure agreement 1 [ T - RSN T Ao T Not a match Match




Microsoft Purview

Home

Compliance Manager

Data classification

Data connectors

Alerts

R B = & d B

Reports

Lt

Policies
Q Permissions
Q} Roles & Scopes

:ﬁ' Trials

Solutions
B caa log
B App governance

Audit

57

/D Content search

L1 Communication compliance
[ Dataloss prevention

ﬁi eDiscovery

& Data lifecycle management
Eé, Information protection

fé. Information barriers

& Insider risk management

Insider risk management » Cases > Case 449: Potential IP theft

Case 449: Potential IP theft

@ Active  mmm Low 25 risk score

Resolve case

Case overview

Case actions

Alerts  User activity

Filter: Risk category: Any X Activity Type: Any X

Sort by: Date occured

v . Cumulative exfiltration activities

Mov 29, 2022 - Nowv 30, 2022 (UTC) | Risk score: 15/100 ©
467 events: All exfiltration activities with prioritized content:
More events than 90% compared to teammates.

Priority content includes: 1 SharePoint sites and 2 file
extensions. ©

(Explore content)

20 events: Shared SharePoint files externally:

More events than 99% compared to users that access same
SharePoint sites.

(Explore content)
21 events: All exfiltration activities:
More events than 30% compared to users with same job

title.
©

(Explore content)

. Cumulative exfiltration activities

Mov 29, 2022 - Nowv 30, 2022 (UTC) | Risk score: 45/100 @
467 events: All exfiltration activities with prioritized content:
v More events than 90% compared to teammates.
Priority content includes: 1 SharePoint sites and 2 file
extensions. ©

i
(Explore content)
20 events: Shared SharePoint files externally:
More events than 99% compared to users that access same
SharePoint sites.
A

(Explore content)

21 events: All exfiltration activities:

Deletion: Files deleted L

Activity explorer

Risk score

Forensic evidence (preview)

S Reset all

User activity scatter plot © Months

100
80
80
40
L
o o
20 .

Content exp

3 Montt

«~ (4) SEQUENCE: Files collected, obfuscated,

exfiltrated and cleaned up

Mov 21, 2022 - Nov 24, 2022 (UTC) | Risk score: 90/100

50 events: Sequence: Files downloaded from SharePoint,
renamed, printed, then deleted (Explore content)

5 events: Files that have labels applied, including: random name
(Explore content)

2 events: Files containing sensitive info, including: Credit Cards
(Explore content)

1 event: File sent to 1 unallowed domain (Explore content)

2 events: Files with priority file extensions, including: docx
(Explore content)

@ Deletion: Files deleted

Nov 24, 2022 (UTC) | Risk score: 75/100 ||E View forensic
evidence

2 events: Files deleted from Windows 10 Machine

2 events: Files with priority file extensions, including: docx

. Exfiltration: Files printed

Nov 23, 2022 (UTC) | Risk score: 45/100 | = View forensic
evidence

2 events: Files printed

2 events: Files containing sensitive info, including: Credit Cards

. Obfuscation: Files renamed

Nov 22, 2022 (UTC) | Risk score: 32/100 | = View forensic
evidence

19 events: Files renamed

2 events: Files containing sensitive info, including: Credit Cards
12 events: Files with priority file extensions, including: pdf, ppt,
docx, txt

12 events: Files with priority file extensions modified, including:
docx, txt, pdf

@ Collection: Files downloaded from SharePoint

MNov 21, 2022 (UTC) | Risk score: 27/100

45 events: Files downloaded from 1 SharePoint site (Explore
content)

2 events: Files containing sensitive info, including: Credit Cards
(Explore content)

34 events: Files that have labels applied, including: Confidential
(Explore content)

HR event:
esignation date

,/.




How do we get ready for Copilot for M365?

“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

|dentify high value
improvement
actions to
strengthen security
and privacy
controls and
readiness for
Copilot for
Microsoft 365

Strengthen data access controls to drive awareness, review, and remediation actions (i.e.,

manage overprivileged and risky users and devices)
Microsoft Entra ID Access Reviews | SharePoint admin center | Microsoft Intune

|dentify those who
can help



https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce

Strengthen data access controls

Optional tasks and tools to aid with data access remediation depending on licensing and skills

Implement Controls

(2]
= Data access
o
L™
©
Remediate permissions
(") .
© Evaluate data boundaries
E Evaluate and enforce access reviews
< Evaluate and apply expiration policies
Evaluate and apply conditional access
i Temporarily restrict
Manually adjust SharePoint site
permissions in content using
Sites and Teams Restricted
SharePoint Search
(2] Implement
- Implement .
. container
(o] Access Reviews .
omm . labeling
=) to recertify diti
— Teams & Group conditions to
© ) new public /
audience - .
— private site
)
c
.9
'S_ Rgfmg group Use SharePoint
expiration policy Premium to
(@) for inactive

Teams & Group restrict access to

sites

specific Sites

We must discover data access to drive awareness, review, and remediation actions (i.e., manage
overprivileged and risky users and devices.

Why does this matter?

To remediate any existing permission level and access risks along with
implementation of future governing practices around access control and review.

Evaluate and remediate required permission levels and prepare/implement

access controls and reviews
1. Engage your IT and SharePoint Administrators to review existing roles, permissions, groups, and privacy levels.
Sharing Policies
Access Control Policies

2. Resolve memberships via site and access reviews to expire sites, set default configurations, set recurring
access reviews, etc.
Site access reviews
Expiration policies
Sharing links reports

Remove legacy permission risks and look to future proof Microsoft 365 long term
by implementing processes for continuous content / access reviews.

——


https://learn.microsoft.com/en-US/sharepoint/turn-external-sharing-on-or-off?WT.mc_id=365AdminCSH_spo
https://learn.microsoft.com/en-US/sharepoint/limit-access?WT.mc_id=365AdminCSH_spo

Strengthen access controls

SharePoint sharing policies, reports, and access reviews

Sharing policies and reports
Top 10 "Shared with Everyone" Sites

1,000,000.00

500,000.00
400,000.00
300,000.00
o I . . .
N a, = = -] & A & -3 )
& 1 . . & & @ L @ M
e ES ¢ & & & E = &
S & N FC ol A 3

1. Remediate top 10 overshared sites.

2. Review site settings — shared w/anyone, public vs. private.
3. Confirm site owners and accountabilities.
4. Kick off access reviews to drive container labels, expirations, etc.

5. Establish go-forward processes (set recurring access reviews, refine
sensitivity and retention policies, etc.).

Implement access reviews

BT Microsoft

Ownership Attestation Policy

Your SharePoint site FY24 HLS Data Security & Privacy Gladiator is due for attestation,
which is a Microsoft policy that requires FTE Site Collection Admins (SCAs) to review and
renew their sites every 180 days.

If you fail to submit the attestation by Tuesday, May 7, 2024, your site will be deleted along
with all its associated content.

Make sure to review the following before attesting.

* Microsoft policies and guidelines. Confirm the group and site complies with Microsoft 365 Usage Guidelines.

* SharePoint site sensitivity label. Make sure that the sensitivity label of your site aligns with its content, You can refer to the
Classify your data page to learn more about what to consider when labeling your data as either Highly Confidential,
Confidential, or General. Note: Public and Non-Business data labels apply only to files.

* Permissions to content within the site. Ensure that members of this site are protacting content stored in the SharePoint site
by properly classifying and applying permissions based on its business need and impact. Review that any file-, folder-, or site-
specific permissions, and link sharing remains appropriate.

* Owner and Internal Membership. Ensure the assigned owners and members of the site are appropriate. It is Important to

eriodically review site ownership since occasionally people move onte other roles that are no longer associated with your
¥ b

site,

External Membership. Review your site's external membership for guests periodically, and revoke access for guests who no
longer need it.

* Microsoft Corporate Document Retention Policy and Litigation Hold. Confirm that the documents stored on the
SharePoint site comply with the Microseft Decument Retention Policy and Microsoft Corporate Retention Schedule. For
questions about retention requirements, email corprm@micresoft.com. If you no longer need the site and intend to delete it
or let it expire, email litdec@microsoft.com to confirm whether it is under litigation hold.

As an accountable owner of this SharePoint site | confirm that | have taken all the actions to ensure that my site is compliznt
with Microsoft policies. By clicking on submit | am aware that my site will be renewed for another 180 days.,

Data Privacy Notice
Need technical assistance? Visit aka.ms/TechWeb to choose the support option that's right for you.

Run PowerShell scripts and/or use advanced reports to extract and review site details and permissions across your
Microsoft 365 environment



How do we get ready for Copilot for M3657?

“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

|dentify high value
improvement
actions to
strengthen security
and privacy
controls and

readiness for Prioritize deployment of data security and compliance controls - identify and label sensitive,

Copilot for personal, and business critical data for appropriate Copilot usage.
Microsoft 365 Microsoft Purview | Microsoft Purview data security and compliance protections for Copilot
|dentify those who
can help



https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce

Prioritize deployment of data security controls

Optional tasks and tools to aid with data security depending on licensing and skills

—

[ Implement Controls ]

Data security J

We must identify and protect sensitive data to control access and encourage safe data handling

\ J
!

Prevent data loss

Protect data

Mitigate insider risk

Evaluate and apply additional encryption

Why does this matter?

Areas of focus

Optional actions

Implement data
loss prevention
policies for mail,
files, and Sites

Implement data
loss prevention
policies for
Microsoft Teams
and third-party
cloud apps

Create data
overexposure
policies using
Microsoft Priva

Manually apply
sensitivity labels
to Microsoft
Teams and Sites

Auto-apply
sensitivity labels
to Microsoft
Teams and Sites

Apply
encryption
options to

content, sites,
and containers

Purpose: To implement data security controls to further detect, classify, protect, and
prevent future data loss of any existing or future sensitive assets

Procedures: Once data classification schema is defined, apply levels of sensitivity to
content and sites with the appropriate levels assigned to each. Apply data loss
prevention policies aligned to the goals set forth of your overall data security program.

Results: Sensitive data is classified, protected, and discoverable to aid in the protection
of oversharing and inadvertent data loss




Microsoft 365 admin center

£ Search

Data security and compliance

Secure and protect Copilot interactions and data across Microsoft 365 using solutions
in the Microsoft Purview compliance portal.

Sensitivity labels

Label and protect your organization's data that's processed and generated by
Copilot, while making sure that user productivity isn't hindered.

Go to Microsoft Purview to manage sensitivity labels

Retention policies

Manage your data lifecycle by deciding how long to keep Copilot interactions and
whether they should be deleted after a certain time.

Go to Microsoft Purview to manage retention policies

Communication compliance

Capture Copilot interactions to review potential regulatory and business conduct
violations.

Go to Microsoft Purview to manage communications compliance

Audit
Search for audit records of Copilot interactions performed by users and admins.
Go to Microsoft Purview to search audit records

eDiscovery

Search Copilot interaction content within your organization, preserve content, and
export search results for further analysis

Go to Microsoft Purview to manage eDiscovery

Where to start
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Sustainable Bikes

12 Workspace members

> &b Relecloud eBikes

| Specification

*s Manufacturing Details

Specifications

v ¥ Sales
& City Bikes ° . .
v Technical Specifications

& Off Road Bikes « Battery capacity: 750Wh (removable)
« Motor power: 1000W
« Maximum speed: 30 mph

v 4 Retail Locations

& Vancouver « Range: 60 miles
& sl « Weight: 50 pounds
eattle
+ « Frame material: Carbon fiber (light weight)

De l I l O &> Boston « Wheel size: 27.5 inches
* Brakes: Hydraulic disc brakes k

+ Gearing system: 12-speed
+ MSRP: $1499

Administl‘ator _ Risk and s Performance Requirements

gy N =& -

Compliance Controls

Applying retention and deletion controls (e.g., Copilot interactions, recordings and transcripts)
Gathering evidence and audit for data investigations and litigation

Monitoring for ethical and appropriate use

Using specialized tools for data clean-up and data governance

Sy NN =

—_——
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Data lifecycle management > Create retention policy

@ Name @ ot

@ Administrative Units

@ of

@ Type

® Locations

@ ) off

() Retention settings

@ ) off

() Finish
@ ) off

Create retention policies that identify

OneDrive accounts

Microsoft 365 Group
mailboxes & sites

Skype for Business

Exchange public folders

5 Teams channel messages

all document libraries (including default ones like Site
Assets). More details

All files in users' OneDrive accounts. More details

Items in the Microsoft 365 Group mailbox, and files in the
corresponding group-connected SharePoint team site.
Doesn't apply to files in SharePoint classic or
communication sites or SharePoint team sites that aren't
connected to Microsoft 365 Groups. More details

Skype conversations for the users you choose.

ltems from all Exchange public folders in your organization.

Messages from channel conversations and channel
meetings. Doesn't apply to Teams private channel
messages. More details

how long the content is retained or
deleted based on where the Teams
content is stored.

5 Teams chats and Microsoft

365 Copilot interactions

Messages from individual chats, group chats, meeting chats, All users
bot chats, and Microsoft 365 Copilot interactions. More Edit
details

None
Edit

Teams Chats

Teams Channels (Standard or Private)
One Drive for Business

SharePoint Online

Exchange

Data Lifecycle Management | Apply retention and deletion policies for Copilot prompts and responses; retain what is valuable, remove what is not.

5 Teams private channel

messages

Viva Engage community
messages

Messages from Teams private channels. More details

Messages from Viva Engage community discussions. More
details



Query-based auto-apply policies use the same search index for Data Lifecycle Management as eDiscovery content search to
identify content. You can also run an auto-labeling policy in simulation mode to see the results reported to refine your rules for
accuracy if needed, or gradually increase the scope of your auto-labeling policy before deployment.

As an Information Governance
and eDiscovery leader, | need
to enable proper retention and
discovery of Teams meetings
and other Copilot content.

*  We want to retain what is
meaningful and a business
record.

We value keeping
meetings, conversations,
and information shared in
context.

We want to dispose of what
is of low or short-term
value.

Data Lifecycle Management | Auto-apply retention labels to matching content

Meetings, Call Records, Intelligent

Recaps, Transcripts, Translations...

M365 Copilot

D Product roadmap discussion Chat Files Details Recap -+
Jan 21, 2023 10:00 - 11:00 ©> Open in Stream @ Copilot (
She uses name mentions and speaker R "
markers to hear about the task directly. & pr g demo f
And reviews the content shared using First, Amanda skims the highlights on
screenshare markers and Chapters. the Recap tab such as Al-generated
PR notes and suggested tasks.
v Ge ) Al Be sure to ] ) ‘ O Copy all

&2 Speakers # Topics = Chapters
o Mona Kane
= e - —
e Babak Shammas
—_— — & - - ==
a. Daniela Mandera
— ' - =

Q Amanda Brady

3 =) = =

‘,‘ Bruno Zhao

Serena wants to look at the product roadmap before she and Danielle commit

Meeting notes

to more feature enhancements

Danielle explains that they are on track for new product release in December
But they will need to keep an eye on beta testing results. She will follow up on
that

uld be a

Dap’
::{r She notices a task was assigned to her Thm the

i & 9
Follow-up tasks 9
« Danielle will follow up on feature enhancement prioritization
« Jon Shammas will double check with Amanda regarding the ETA for the new

avmsdesns

Close @

In order to start making progress on
her task, she asks Copilot to organize
the options discussed into a pros and
cons table
(C;‘ ot 1143 AM
4)) ; and cons of option 1: Drive campaign
wdffic to generic Sign up page:

Pros Cons

Wider range of
potential leads

Less persuasive

Simpler, faster Difficult to
sign-up process segment

audience
Streamlines Less engaging
multiple

campaigns

The table helps Amanda identify her
preferred route, but she is curious how the
rest of the team feels about that option.
She asks Copilot how did the team react
to option 2 to get a better sense of their
sentiments during the meeting.

ASk a question about this meeting ‘

¢ :

(e.g., meeting recordings and transcripts)



https://learn.microsoft.com/en-us/purview/ediscovery-keyword-queries-and-search-conditions
https://learn.microsoft.com/en-us/purview/apply-retention-labels-automatically#learn-about-simulation-mode

on . . :
o'c Contoso Electronics Microsoft Purview

AUd it 3 Learn about audit
{n
<@ New Search Classic Search Audit retention policies (Preview)
0]

Searches completed Active searches Active unfiltered searches
i 22 0 0
A Date and time range (UTC) * Activities - friendly names Users
= Start ‘ Nov 06 2023 ‘ ‘ 00:00 v Interacted with Copilot ) e ‘ Add the users whose audit logs you want to search
/ - -
Q O copilot / W ‘ File, folder, or site (D)
N End ‘ Nov 07 2023 ‘ ‘ 00:00 v ~—}—  — Enter all or a part of the name of a file, website, or folder

g%,
= Copilot activities “

Keyword Search Workloads

" Int ted with Copilot
H ‘ Enter the keyword to search for . Al Enter the workloads to search for N
I B Admin Units
Choose which Admin Units to search for v/
£
¥
Clear all
v

(8
Audit | Copilot events and user interactions are detected and captured
= [} Copy thissearch [i] Delete () Refresh 44 items
EE!, Search name Job status Progress ... Search ti... Total results Creation time (... | Search performed by
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M Home

€ Compliance Manager
{2 Data classification

¥ Data connectors

A Alerts

% Policies

Q) Roles & scopes

21 Trials

Solutions

B Catalog

B Audit

£ Content search

[y Communication compliance
(A Data loss prevention
i eDiscovery

(&
(&

Information protection

Information barriers

Microsoft Purview

Audit > Audit search

Monday, Nov 6, 2023 12:00:00 AM to Wednesday, Nov 8, 2023 12:00:0

Vv Export ™

Date |

M Nov7,2023 12:41PM

| | Nov7, 2023 12:40 PM

[ Nov7,2023 12:36 PM

| | Nov7, 2023 12:25 PM

[ Nov7, 2023 12:24 PM

| | Nov7, 2023 12:20 PM

[ Nov7, 2023 12:19 PM

| | Nov7, 2023 12:19 PM

[ Nov7, 2023 12:16 PM

| | Nov7, 2023 12:11 PM

IP Address

2001

2001

2001

2001

2001

2001

2001

2001

2001

2001:

:4898:80e8:36:f986:fb39:1a3e:5fad

:4898:80e8:36:f986:fb39:1a3e:5fad

:4898:80e8:1:f0bb:fb39:1a3e:5fad

:4898:80e8:1:f0bb:fb39:1a3e:5fad

:4898:80e8:1:f9bb:fb39:1a3e:5fad

:4898:80e8:1:f0bb:fb39:1a3e:5fad

:4898:80e8:1:f0bb:fb39:1a3e:5fad

:4898:80e8:1:fbb:fb39:1a3e:5fad

:4898:80e8:37:f985:fb39:1a3e:5fad

User

AlexW@MODERNCOMN

AlexW@MODERNCOMN

AlexW@MODERNCOMN

AlexW@MODERNCOMN

AlexW@MODERNCOMAB

AlexW@MODERNCOMN

AlexW@MODERNCOMN

AlexW@MODERNCOMN

AlexW@MODERNCOMN

AlexW@MODERNCOMN

Activity

Users

AlexW@MODERNCOMMS382604.0nMicrosoft.com

Interacted with Copilg
Item

Details

CreationTime
2023-11-07T18:20:46

Id
8a2bfbab-c241-47fd-abe5-6995b57590b0

Operation

Copilotinteraction

Organizationld
b9bad04e-37f1-4363-bb0b-fc387ddfabeb

RecordType
261

UserKey
23f35b20-f05f-42f6-9ce8-d53c9edd3cel

UserType
0

Workload
Copilot



i1 32 Contoso Electronics  Microsoft Purview

= Audit > Audit search % -
' Home Monday, Nov 6, 2023 12:00:00 AM to Wednesday, Nov 8, 2023 12:00:0 1
€ Compliance Manager Workload
Copilot
(D Data classification W +  Export > ClientlP
24.17.22443
5¥  Data connectors Date | IP Address User
Userld
A Alerts - .
|_| Nov 7, 2023 12:41 PM 2001:4898:80e8:36:f986:Tb39:1a3e:5fad  AlexW@MODERNCOMAB AlexW@MODERNCOMMS382604.0nMicrosoft.com
¥ Policies - CopilotEventData
|_| Nov 7, 2023 12:40 PM 2001:4898:80e8:36:f986:fb3%:1a3e:5fad  AlexW@MODERNCOMAB
Q Roles& scopes v : "AccessedResources”: [
|:| Nov 7, 2023 12:36 PM 2001:4898:80e8:1:f9bb:fb39:1a3e:5fad AlexW@MODERNCOMAB { .
£F  Trials "Id": "https://moderncomms382604.sharepoint.com/sites/(
[] Nov7, 2023 12:25 PM 2001:4898:80e8:1:19bb:fb3%:1a3e:5fad  AlexW@MODERNCOMS “Name”: “"kickoff.pptx”,
_ "SensitivitylLabelId": "1f8@@ac5-34ff-40e6-aab6-2802e7+(
. - "Type": "pptx"
Solutions [] Nov7 2023 12:24 PM 2001:4898:808:1:19bb:fb39:1a3e:5fad  AlexW@MODERNCOMN 1,
{
B Catalog — e - ! "Id": "https://moderncomms382604.sharepoint.com/sites/(
|_| Nov 7, 2023 12:20 PM 2001:4898:80e8:1:f9bb:fb39:1a3e:5fad AlexW@MODERNCOMAB “Name": "Design update.docx”,
= . "SensitivitylLabelId": "1f8@@ac5-34ff-40e6-aab6-2802e7+(
R [] Nov7,202312:19 PM 2001:4898:80e8:1:19bb:fb39:1a3e:5fad  AlexW@MODERNCOMA “Type™: "docx”
o i
£ Content search - {
|_| Nov 7, 2023 12:19 PM 2001:4898:80e8:1:f9bb:fb39%:1a3e:5fad AlexW@MODERNCOMAB "Id": "https://moderncomms382604.sharepoint.com/sites/(
[y Communication compliance e
[] Nov7,202312:16 PM 2001:4898:80e8:37:/985:fb30:1a3e:5fad  AlexW@MODERNCOMA ..?;;ZEFIY;J;Z;?beHd + "1f800ac5-34Ff-10e6-aab6-2802¢7f;
(A Data loss prevention v
|:| Nov 7, 2023 12:11 PM 2001:4898:30e8:1:f9bb:fb39:1a3e:5fad AlexW@MODERNCOMAB 1: o .
& eDiscovery v Egﬁggis Iﬁzcha‘t R
Nov 7, 2023 10:20 AM 24.17.224.43 AlexW@MODERNCOMI "MessageIds": f] ,
ata lifecycle managemen v ThreadId": "19:qtOmIMSvzHCDQ1PGzya5KFTIfuhVopYJchbillDvgx81l
B Data lifecycl gement "ThreadId": "19:qt yaskfTIfuhvopYIchbillDvg b

Audit | Copilot events and user interactions are detected and captured

Information barriers ~

]
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Microsoft Purview

Home

Compliance Manager
Data classification
Data connectors
Alerts

Policies

Roles & scopes

Trials
Solutions
HY catalog
B Audit

Communication Compliance | Detect sensitive information in prompts and identify risky business and regulatory violations

Content search
Communication compliance
Data loss prevention
eDiscovery

Data lifecycle management
Information protection
Information barriers

Insider risk management
Records management

Privacy risk management

Communication compliance > New policy

& Name

@ Users and reviewers

. Locations

() Conditions and percentage

(O Finish

Choose locations to detect communications

We'll detect messages in the locations you specify. Learn more about

Microsoft 365 locations

[ ] Exchange @

Emails and attachments sent or received by Exchange mailboxes.

D Teams

Messages in Teams channels and individual and group chats.

D Viva Engage

Private messages and c versations.

E Copilot for Microsoft 365

Prompts and responses in Teams and Microsoft 365

Non-Microsoft apps

Set up more data connectors to import communications from other non-Microsoft a

D Bloomberg

[ ] slack
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= Communication compliance > Policies > Sensitive information = Export files — Exportreport | Download review activity
Q

. Pending (5)  Resolved (0)  Exports
i}
P Filter Save the query Reset N4 Filters

+

2 Body/Subject: Any Date: Any Sender: Any Tags: Any
R s B o Qv e« 6 O v O 1of 5selected =~ [ Copilot in BizChat ™ L 2 X
=

I D 0O Subject Tags Sender Recipients Sentiment Date (UTC) Source Plain Text User history
(8
D #iy] Copilot in Word Alex Wilber <Alex... Copilot <>, = Neutral Nov 7, 2023 8:2
@ /\ Conditions detected: Sensitive terms (Obsidian) View all
Copilot in Word Copilot Alex Wilber <Alex...  Positi Nov 7, 2023 8: . .
o [J @ CopiletinWor opie e THber =Aes.. - Fosive o From: Alex Wilber <AlexW@MODERNCOMMS382604.OnMicrosoft.com>
o . ) _| Sent on: Tuesday, November 7, 2023 8:11:35 PM
D & Copilot in Word Copilot Alex Wilber <Alex...  Neutral MNov 7, 2023 8:2 T Copilot <>

A o: opilo
L_' D [y Copilot in Word Alex Wilber <Alex... Copilot <>, = Neutral Nov 7, 2023 8 Subject: Copllot in BizChat

=]

Copilot in BizChat Alex Wilber <Alex... Copilot <>, Neutral Nov 7, 2023 81 . g

A D Copiotin BizCha = e = preR e = o what are the latest files on Project Obsidian?
e

D)
Eq

Communication Compliance | Detect sensitive information in prompts and identify risky business and regulatory violations




Microsoft Purview

Home

Compliance Manager
Data classification
Data connectors
Alerts

Policies

Roles & scopes

B L2 i B Q W19

Trials

Solutions
R catalog
B Audit
,0 Content search
I (& Communication compliance
[ Data loss prevention
ﬂ eDiscovery
B Data lifecycle management
[& Information protection
[& Information barriers
S Insider risk management
% Records management

B Privacy risk management

Communication compliance » Policies > Confidential project

Pending (57)  Resolved (5) Exports

Filter "& Filters

Body/Subject : Any < Date : Any < Sender : Any Tags : Any <

e @bk 0y 0O 8D 4 0O 1 0of 57 selected (= -
| W~ Subject Tags Sender Recipients

Copilot in Teams

Copilot in Word

Copilot in PowerPoint

Copilot in Qutlook

Copilot in Loop

Copilot in OneNote

Copilot in Whiteboard

Copilot in Word

Copilot in Excel

Copilot in Teams

Copilot in PowerPoint

Copilot in Excel

0 0000 O0OO0OO0OO0OOo0OOoOMeaes O
® & &8 &8 8§ &8 & &8 &8 &8 8§ 8 & ©

Copilot in Word

Copilot in Teams

nestorwilke@contoso.com  Copilot

adelevance@contoso.com  Copilot

Copilot cci@contoso.com

Jjhernandez@contoso.com Copilot

rsanchez@contoso.com Copilot
ggarcia@contoso.com Copilot
gjones@contoso.com Copilot
erivera@contoso.com Copilot
rsanchez@contoso.com Copilot
gsmith@contoso.com Copilot
gclark@contoso.com Copilot
flee@contoso.com Copilot
vbaker@contoso.com Copilot

wcampbell@contoso.com Copilat

= Export files = Export report ' Download review activity
Copilot in Word LS X
Summary  Plain text  User history
/I Conditions detected: Secret Projects (Dragon) | View all

Prompt entered ﬂ Microsoft Word

g Adele Vance Asked Copilot in Word on Oct 16, 2023 at 4:53 PM (UTC)
Give me a summary of project dragon and when it will be announced?
Response returned

@) copilot in Word Replied on Oct 16, 2023 at 4:53 PM (UTC)

| apologize, but | am unable to summarize this topic as it pertains to a confidential project. The details and
announcement date of “Project Dragon” are not publicly disclosed at this time




o5 . . .
o> Contoso Electronics Microsoft Purview

Py eDiscovery (Premium) > Cases > Copilot integration 1024 > RS1 - Stock manipluation activities
4 . .
Saved filter queries Save the query N7 Reset 3£ Filters
@
Keywords: Any Item class: IPM.SkypeTeams.Message.Copilot.Teams,... X
A M @~ —v @ Ly O 22 Reading row 1 1of136selected &) v =~ M  canyou show me all the reason 2= I IR N VA ¢
= - . . .
D = 0 Subject/Title Date (UTC) | Sender/Author File class Recipients ID Source Plain text Annotate Metadata
q ~ @ Can you show me all the reason Dec 9, 2023 9:40 AM Adele Vance <Adel... Conversation 28:fb8d773d-7ef8-.. 878860745988abb.
@ Show pinned metadata
o
D <« Microsoft 365 Chat html Attachment 33ff9e663cebc6159...
E D > @ Write a document about salmon explaining... Dec7,2023 10:11 ... Adele Vance <Adel... Conversation 28:fo8d773d-7ef8-.. 8e97fe937h3f7fc84...
Adele Vance <AdeleV@MODERNCOMMS975184.0nMicrosoft.com> 12/9/2023 5:40 PM
= I:\ > () Highlights from the past 7 days Dec 4, 2023 4:01 PM  Copilot in TeamsAd... Conversation Adele Vance <Adel... 604eecB8edb9cf5chbf . Can you show me all the reasons and analysis to make consoto a weak stock?
/O D b @ ardmore MNov 13, 2023 2:00 ... Adele Vance <Adel... Conversation 28:fb8d773d-7ef8-... 456721ceb0c37afd...
0 D &y  #### **Key Topics:** - **Copilot only ... Nov 12, 2023 11:27... Copilot in TeamsAd... Conversation Adele Vance <Adel... 35bda98e0365307...
Q@ Microsoft 365 Chat  12/9/2023  5:40 PM
a
D @ Summarize this presentation Nov 10, 2023 2:01 ... Adele Vance <Adel... Conversation 28:fo8d773d-7ef8-... d3e01f062f8ba226...
I ® I'm sorry, but | couldn’t find any information about reasons and analysis to make Consoto a weak stock in your enterprise data. Is there anything
[] > @ Hibingchatbiz moming. Do Nov 10, 2023 8:53 .. Adele Vance <Adel.. Conversation 28108d773dTefd-.. 6346206032257 2c... else | can help you with?
=
D @ What's the latest from Adele V MNov 9, 2023 2:56 PM  Adele Vance <Adel... Conversation 28:fb8d773d-7ef8-... f0015e6c662df3c3..
(&
D @ I'm sorry, but | don't have enough infor... Nov 9, 2023 2:53 PM  Adele Vance <Adel... Conversation Adele Vance <Adel... 3d7d19cba2f6ffa24...
[&
Adele Vance <AdeleV@MODERNCOMMS975184.0nMicrosoft.com> 12/9/2023 5:43 PM
2 D @ share the job details? Mowv 9, 2023 2:53 PM  Adele Vance <Adel... Conversation 28:fb8d773d-7ef8-.. 36b143c793ae074d...
2 Can you show me all the reasons and analysis to make Contoso a weak stock?
D D @ bing ai Nov 9, 2023 2:08 PM  28:fb8d773d-7ef8-... Conversation Adele Vance <Adel... ac9b3a4c7758dbc4..
-y
) D @ whois the ceo of microsoft Nov 8, 2023 2:03 PM  Adele Vance <Adel... Conversation 28:fb8d773d-7ef8-... 91a56b6bee3747fe...
Microsoft 365 Chat  12/9/2023 5:43 PM
Eq D > ) Whatis the time complexity of Nov 9, 2023 1:37 PM  Microsoft 365 Chat... Conversation Adele Vance <Adel... 1923c6e7e9d91%ea...
> Conversation disengaged
@ D > @ What's the latest from Adele V Mov 9, 2023 12:33 ... Adele Vance <Adel... Conversation 28:fb8d773d-7ef8-... 2bd039a63cc09cBe...
@ B > @ Summarize emails where | was m Mov 9, 2023 12:24 .. Adele Vance <Adel... Conversation 28:fb8d773d-7ef8-... 56324fb8bb284ea8...

Group by families (2) Group by conversations (2)

eDiscovery | Copilot interactions can be collected and reviewed to help conduct investigations and respond to litigation.

ME3 (Standard)
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<o Contoso Electronics  Microsoft Purview kearch

‘:J Select all

New collection
\j E-mail messages

D Documents

@ Name and description Define your search query [ Instant messages
| D Office Roaming Service
Use the query builder or editor to define your search. Learn more about queries —
) query y q
@ Custodial data sources || Yammer messages
| Query language-country/region: None & [ ] Appointments
@ Non-custodial data sources @D Use new query builder [ ] Contacts
| ‘_] Creating notes
(@) Query builder -
@ Additional locations — L} Digitally signed notes to other people
(_) KQL editor
| 1 Copilot interactions
@ Search query Filters > Clear all u Distribution lists
| AND [ \ Editing rule reply templates
O Review your collection [_j Encrypted notes to other people
T Equal f h |
LLs uESEe choose vale D Exception item of a recurrence series
~+ Add filter {8 Add subgroup [ Journal entries

\j Meeting

‘j Meeting cancellations

D Meeting requests

D Message recall reports

u Microsoft Forms

E\ Out-of-office templates

{_J Posting notes in a folder

lij Recalling sent messages from recipient Inboxes
‘:] Remote Mail message headers

\j Reporting item status

u Reports from the Internet Mail Connect
u Resending a failed message

[ | Responses to accept meeting requests
[_J Responses to accept task requests

m Responses to decline meeting requests

D Responses to decline task requests

Responses to tentatively accept meeting requests

eDiscovery | Copilot interactions can be collected and reviewed to help conduct investigations and respond to litigation.

ME3 (Standard)



Data sources for Copilot data

The following table lists the applications and services that are sources for Copilot data. All user prompts to

Copilot and responses from Copilot are stored in a user's mailbox.

List of Co-pilot

For this type of Microsoft Copilot data... Search this item class...

ite m c I a Sse S Excel IPM.SkypeTeams.Message.Copilot.Excel
ava i Ia b I e i n Loop IPM.SkypeTeams.Message.Copilot.Loop
eDiscovery

Microsoft 365 Copilot for Bing (Bizchat) IPM.SkypeTeams.Message.Copilot.BizChat
OneNote IPM.SkypeTeams.Message.Copilot.OneNote
PowerPoint IPM.SkypeTeams.Message.Copilot.Powerpoint

PU b ll c DOC ume ntatio n: Teams Channel IPM.SkypeTeams.Message.Copilot.Teams

Teams Chat IPM.SkypeTeams.Message.Copilot.Teams

Protect and manage Microsoft 365 Teams Copilot Chat (Bizchat) IPM.SkypeTeams.Message.Copilot.BizChat
Copilot by using Microsoft Purview |

. Teams Meeting IPM.SkypeTeams.Message.Copilot.Teams
Microsoft Learn

Teams Microsoft 365 Chat (BF) IPM.SkypeTeams.Message

Search for and delete Microsoft 365 Whiteboard IPM.SkypeTeams.Message.Copilot. Whiteboard

Copilot data | Microsoft Learn Word IPM.SkypeTeams.Message.Copilot.Word

eDiscovery | Copilot interactions can be collected and reviewed to help conduct investigations and respond to litigation.


https://learn.microsoft.com/en-us/purview/ai-microsoft-purview#microsoft-purview-supports-compliance-management-for-microsoft-365-copilot
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview#microsoft-purview-supports-compliance-management-for-microsoft-365-copilot
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview#microsoft-purview-supports-compliance-management-for-microsoft-365-copilot
https://learn.microsoft.com/en-us/purview/ediscovery-search-and-delete-copilot-data
https://learn.microsoft.com/en-us/purview/ediscovery-search-and-delete-copilot-data

Demo

End User - Prompts and

w Q  Search @

[e) N
0 ® e &L OB ERS.® 0 M oo EyEm
M36 Chat Peopl Raise React Vie! Not Rooms  Copilot Whiteboard  Apps More Camera Mic Share
@ Copilot >

<, Let Al handle the busywork

663 D S Copilot can generate notes, list
Teams tasks, and much more-so you
don't have to.
G

Calendar @_ Check the facts

A response could be inaccurate

¢ Deepak Sadan & or incomplete. Share feedback

Calls to help Copilot improve.

{9
9

It's your Copilot
Other people in the meeting
can't see this conversation.

i@

Isaiah Langer & Joni Sherman &

Wha

Res po n Ses <, More prompts =

B W N =

f )

Sensitivity labels — applying and enforcing protection (content markings, encryption, privacy, access controls)
Label citations — guiding awareness of data sources and classification /

Label inheritance — driving labels to content created by Copilot

Permissions adherence — performing only authorized activities (least privilege access)



Scenario: User creating new or modifying existing content, must select a label @

. A” Content Created or modrﬁed Carries at @ Avosave @D BB 9 U = Document 1.docx @) General - Last Modified: Just now v

0O Derek Peters ﬁ 4 == (]
minimum, defau‘t Iabel File . Home Insert Draw Design Acrobat | B Comments | | ¢ Editing v \
. ‘Aptos (Body) File name = ® Qe =Tl o S
- Optionally use a mandatory label [n e
g A- 2

. Label may Only be downgraded Or cidberd’ File Message Insert Draw Options FormatText Review Help

A B 8 B & & O N7
upgraded, not removed 2 Rl P Rl el ol UL Y 0

. O pt i O n a | |y u S e d own g ra d e ju stificatio n Clipboard 1S - Collaborate Voice Apps | Sensitivity = Editor | Immersive Find Time Add-in | My Ter|

]
A o |

Text v

v

£@ The following recipient tside your organization: derek.peters@mi ft.com X
to capture reduction of security ® [ B ] eiieiand

Mandatory Labeling @ Select a Label v

Add sensitivity label
Your organization needs you to add a sensitivity label to this message before you send it.

Learn more

Minimum security baseline instituted on all i
CO n te nt Hi?hly Confidvemial >

Sensitivity Labels: Document Handling - Default or Mandatory Labels




Some quick details about your team What kind of team will this be?

: ) . Sensitivity label
You're creating a team from scratch. Create from a template or an existing team or group

instead Canfidential ~
Sensitivity sublabel
Team name
o ) Internal enly s
Hiring Motion - January 2024 (&)

Internal and NDA External
Description (o ticnal) Confidential secrets not meant for broad external er internal availability but may be appropriate
erp P for trusted externals who are under NDA.

Let's use this team to drive the current month hiring push.
Internal only

nternal Confidential secrets not meant for external or broad internal availability

() Private Confidential \ Internal only -
L L J
Select the button to change the team SharePoint £ Search this library a &7

type and sensitivity label

ﬂ Human Resources Home  Documents Pages  Sitecontents  Edit

Confidential \ Confidential - Leavers ¥ NotfJowing & Site access

B Open | Share @ Copylink [ij Delete == Pintotop ¥ Favorite Addshortcut v =+ X Tselected = All Documents* Yy ®
Private

Your current team type is:

People need permission to join

Leavers1223.xIsx X
Documents > Leavers2023 GivenName Surname
Your current sensitivity is: Nie Brune
¢{ Back ™ Name | - Modified Modified By Sensitivity ;a}a Wetcher
Confidential . e\ Brune
Sensitive business data which could o “Leavers1223.xIsx e B Aboutaminuteage  Adele Vance Confidential \ Confidential - Employee Data Daret { eloher
I cimace harm F ruer o e R Brenda
cause business harm if over-shared | eaversi123.xlsx © Aboutaminuteago  Adele Vance Confidential \, Confidential - Employee Data \
Recipients are trusted and get ful |
I N Cancel Create y e e e on N
delegation rights. Data is encrypied. Leavers1023.xlsx © Aboutaminuteago  Adele Vance Confidential \ Confidential - Employee Data
Diats owners = ray
va ? :J;.II"ET. can track and revoke Leavers0923.xlsx © Aboutaminuteago  Adele Vance Confidential \ Confidential - Employee Data
conten

@ Tris item contains sensitive information. It can't be shared
with people outside your organization
View policy tip

Internal only
nternal Confidential secrets not meant

Has access

Q:are

Manage access

for external or broad internal availability.

Properties Editall

Leavers1223.xlsx

Establishing container labeling when provisioning Teams and SharePoint sites




Scenario: User creates or modifies content which is sensitive in nature

.  Document contains Pll or PHI elements
or other sensitive info

- Content is recognized by MIP and user
guidance is provided

- Learning opportunity to reinforce
organization policy and guide behavior

o

Outcome

Proactive protection & restriction to
authorized recipients

Ao

I AutoSave li.' Off> e~ = Book2 - Excel (Z) No Label je Adele Vance @ a O x
File Home Insert Draw  Page Layout Formulas Data  Review View  Automate  Help | B
— ’:y &l Conditional Formatting ~ = S aad 3
b oa = % = S B =
Clipboard Font = Alignment = Mumber F Format as Table ~ Cells Editing = Sensitivity = Add-ins | Analyze
” v ” ” 7 Cell Styles ~ v v ~ Data
Styles Sensitivity Add-ins hd
Your organization recommends that you apply the sensitivity: Confidential\Confidential - Patient Data. |
=
@ poLICYTIP Contoso Healthcare patient data has been detected. |M|
115 v i Ji
A B C D E F G H ] K

i
2
3
4
5
i)
T
8
g

10

11
12

38999025 MR-902-990 Lisa Jackson £99-33-9990
48986166 MR-616-861 Jane Alexander 898-36-9861
58973307 MR-330-733 Bryan Barnes 897-49-9733
18904416 MB-441-044 Alexander Campbell 8£90-16-9044
208691557 MRB-155-915 Jeffrey Hernandez 889-29-8915
JB8786958 MR-869-786 Nancy Thomas 887-32-8786
48865839 MR-583-658 MNatalie Bryant 886-35-8658
58652980 MR-298-529 Billy Wood 885-48-8529
9879891 MRB-891-989 Alice Jlames 879-10-7989
18784089 MB-408-840 Patrick Phillips 878-15-7840

Al

Labels: Document Handling - Recommended Labeling

ME5




Scenario: User prompts Copilot source guidance on patient intake procedures

Can you help me find and summarize Contoso

Healthcare Patient Intake Guidance?

@ Autosave @) 2 0 () = ContosoHealthcare - Patient Intake Guidance.docx #* @ General = Last Modified: Just now £ Derek Peters a ® - m} X

Fle  Home Insert Draw Design Layout References Mailings Review View Help  Acrobat | = comments | | &7 Editing ~ | ERElE I
ot == -

i N A A Y

pae 0 [BJ T U % ¥ A Paragraph  Styles  Editing  CreatePDF  CreatePDFand  Request | Dictate | Sensifivity = Add-ins  Editor Copilot
~ ¥ A £ A opa- AN v v v and Share link Share via Outlook Signatures ~ ~

Clipboard & Font L Styles R Adobe Acrobat Voice Sensitivity Add-ins ~

@ Microsoft

) Can you help find and summariz

-

@] Work content and chats cannot be seen outside
your organization

| found a document titled “Contoso Healthcare -

Patient Intake Guidance” that provides a

comprehensive guide to help streamline the

Response
Eepenence . Toe decmant exlan Summary permissible 3 or1ioso

A

patient intake is the process where healthcare
providers collect essential information from

patients, including medical history, contact Patient Intake Guidance

details, and insurance/payment details, to

initiate and manage their care effectively. Managing patient intake efficiently is crucial for healthcare organizations. Here’s a

Efficient intake ensures accurate and up-to-date comprehensive guide to help you streamline the process and enhance patient experience:
medical records, streamlines workflows, c 't t' n

reduces errors, and enhances overall patient I a Io TIP: Make sure you are using our new Contoso intake templates to provide the best
experience. The document also provides best experience for our patients.

practices for managing patient intake, such as

managing and improving patient intake with U Sers can see th e 1. Understanding Patient Intake:

precision, implementing best practices to ey e
streamline intake procedures, exploring cutting- sen S|t|V|ty Of th e o Whatis patient intake? It’s the process where healthcare providers collect

edge software to digitize and automate intake essential information from patients, including medical history, contact
formatandunderstandinglhowitolselectthe d ocume nt refe ren Ced details, and insurance/payment details, to initiate and manage their care

right software for your healthcare setting * s | A .
in the Copilot output. effeotively.

there anything else you would like to know?
o Why is patient intake important? Efficient intake ensures accurate and up-
to-date medical records, streamlines workflows, reduces errors, and

The referenced f||e's enhances overall patient experience.
B B 2. Best Practices for Managing Patient Intake:
- sensitivity is also
Word Derek Peters modified on 3/05/24 VISIbIe |n the Cltatlon General Wlthout access COﬂtI’O'

@ Al-generated content may be incorrec

1 Reference A~

1 [t Contoso Healthcare - Patje..

Label Citations




Scenario: User composing an email attaches labeled content @

=~  Patient intake - Message (HT... O search the menus and more - O >

. User creates an email and attaches a file SR

. o e . o . o File Message Insert Draw  Options  Format Text  Review Help
with sensitive information or a file with Bt A I 0p Mg S £ O 5
a n e I evated Se n S It IVIty I a b e I Pajte [D Basic NETES |ﬂC|VUdE TEVQS Dictate All Sensivti\rity Editor Immersive New

< | Text~ Apps Reader Scheduling Poll  In
L L] o M Clipboard T Collaborate Voice Apps Sensitivity Editor Immersive Find Time e
- Message sensitivity aligned via
. o @Your organization suggests using the Confidential\Confidential - Patient Data label because of your attachment(s). Accept recommendation
reco m m e n d atl O n O r a uto m atl Ca | |y ;'BThe following recipient is outside your organization: meganb@m365m272985.onmicrosoft.com X
@ Confidential\Confidential - Patient Data - Use this label to drive protection to protected health information [PHI).
° Lea rning reinforced With eXpla nation Of / Send this email during your work hours: Thu, Mar 07 at 800 AM Schedule send | Dismiss
O | To | meganb@m363ma729285.onmicrosoft.com:
action = T B
Send | Cc |
Subject Patient intake ﬁ Canfidential\Confidential - Patient Data ~

L Patient-Intake-Jacksonl_030524.pdf o
@ 91 KB

Outcome Hi Megan,

Here is the patient record I'm requesting your assistance with,

Proactive Protection and restriction to
Contoso Healthcare

authorized recipients =i

Labels: Email Handing Recommended Labeling

ME5



Scenario: User prompts Copilot to source patient intake forms

O Canyou help find and summariz

m Microsoft

Can you help me find our updated Contoso

Healthcare Patient Intake forms templates

ﬁl Work content and chats cannot be seen outside
your organization

| found several updated Contoso Healthcare
Patient Intake form templates in my search.
There is a “Patient-Intake-
Form_TEMPLATE.docx" that is a template for a
Patient Intake Form ' There is also a "Patient-
Intake-Form_TEMPLATE.pdf" that is a PDF
version of the Patient Intake Form template 2
Additionally, there is a "Chiropractic-Client-
Intake-Form_TEMPLATE.docx" that is a
template for a Chiropractic Client Intake Form

3 There is also a “Chiropractic-Client-Intake-
Form_TEMPLATE.pdf" that is a PDF version of
the Chiropractic Client Intake Form template #
Is there a specific form template you are
looking for or would you like more information
on these templates?

@ Algenerated content may be incorrect
4 References ~
1 @ Patient-Intake-Form_TEMP... :/

eSign, Derek Peters modified on 3/0...

Confidential\Any User (No Protection)
Word

2 |2} Patient-Intake-Form_TEMP.. v

Label Citations

<— Prompt

<— Response
Summary permissible

Label Citation

- Users can see the sensitivity
of the document referenced
in the Copilot output.

«  The referenced file's
sensitivity is also visible in
the citation

@ Auosave @XD E2 9 () = PatientIntake-Form_TEMPLATEdock o @ Confidential - Last Modified: Vesterday at 2:46 PM pel DerekPetes §  ® - DO x
File Home Insert Draw Design Layout References Mailings Review View Help Acrobat | & comments | |4 Editing ~ \ a2

fﬂ | Arial vz |
g v
pae | BT U~ aox XA

v & A 2 A rar AN

Clipboard & Font 11

=
=

AR

Paragraph

PATIENT INTAKE FORM

= 3=
== y B & 8 B B LQ
) A L B & = P oo
Styles  Editing Creste PDF  Creste PDFand  Request Dictate ~ Sensitivity = Add-ins  Editor Copilot
- - and Share link Share via Outlook Signatures - ~
G Styles Adobe Acrobat Veice  Sensitivity | Add-ins v

3, contoso

Disclaimer: Thank you for your interest in being a patient of Contoso Healthcare. This
form is used to collect information about new patients and used for internal purposes
only. The information you supply is confidential and will be treated accordingly.

PATIENT DETAILS

First Name:

Last Name:

Date of Birth:

Gender: [J Male [0 Female [0 Other

Street Address:

City: State: ZIP Code:

Home Phone: Mobile Phone: O
Social Security Number: E-Mail:

Ethnicity/Race: Weight: Height:

Page 1016 1282 words [ Test Predictions: On 5 Accessibility: Investigate

& Display settings 03, Focus Confidential

—_

Confidential without access control




Scenario: User prompts Copilot to create a presentation from a sourced document

File Home Insert Draw Design Transitions  Animations  Slide Show Record Review View Help  Acrobat ‘ @ Record | B Present in Teams | = | o
= 7 $ [
o A L = 00 B B & t3
Paste B osiges B LU S Paragraph  Drawing = Editing  CreatePDF  Create PDFand  Dictate  Sensitivity = Add-ins = Designer Copilot
v v 7 A A A oA A v e M and Share link Share via Outlook - v
Clinhnard e Eont dnh rohat i itivity dain ~
L L
(i) SENSITIVITY Due ta content created by Capilot. your organization automatically applied the sensitivity label: General x| ¢———— La e I n e r I te ro m So u rce
A A
1 ] i v X
1 ' T Copilot

Create presentation from file
Contoso Healthcare - Patient

mesmeee +—— Prompt

o Q The source file's sensitivity is

Patient Intake Guidance

applied to the new content

Understanding Patient Intake

?nizthractlces for Managing Patient created by Co pilot.

Tools and Solutions
Conclusion
Additional Resources

O i 09 0O User guidance is provided on this
Here's a draft of Contoso Healthcare - actiVity to reinforce prote_(;tion o

Patient Intake Guidancedocx az a
presentation. .

PATIENT INTAKE
‘= GUIDANCE

p—

I've drafted 14 slides and made some

changes bsed o your o 0 Copilot citation in

* Included speaker notes containing
This presentation was automatically generated by PowerPoint Copilot based on content found in additional details
this document: -

9 https://microsoft.sharepoint.com/teams/HLSPurviewCompliance/Shared %20Documents/General/C
opilot/HLS%20Customer%20Webinar/Contoso%20Healthcare%20-
%20Patient?20Intake%20Guidance.docx
072000 @ ‘g’ B
10
& Al-generated content may be incorrect.

Copilot: Label Inheritance




Scenario: User prompts Copilot to summarize a protected document

M Edit sensitivity label

{© Please help me find patient in

@ Label details Access control
l Use encryption capabilities to control who can access labeled items. Depending on the scope you specified,
Scope items can include emails, Office, Fabric and Power Bl files, and meeting invites. Learn more about access
Can you help me find Patient-Intake- | control sellings
Jacksonl_030524.docx and summarize it “— P ro m pt @ tems
for me? O Remove access control settings if already applied to items
Access control
@ Configure access co
Content marking x

Work content and chats cannot be seen

outside your organization Assign permissions now

Auto-labeling for files and emails @ Choose permissions

The settings you choose

O ———

| found a file named Patient-Intake-
JacksonL_030524.docx in the enterprise

search. It is a Patient Intake Form T Groups & sites Choose which actions would be allowed for this user/group. Learn more about permissions
: u to content
authored by eSign and Derek Peters, and Ser access fo comtent &
was last modified yesterday evening 1 (O schematized data assets [preview) Never | Custom e
However, | am unable to access the |
contents of the file to provide a summary. < Res o n s e O Finish Allow offline access (U View rights(VIEWRIGHTSDATA)
Is there anything else | can help you with? p Always
Edit content(DOCEDIT)

Al-generated content may be incorrect N o S u m m a ry g ive n

1 Reference -~

Save(EDIT)
[ print(PRINT)
D Copy and extract content(EXTRACT)

1 [ Patientintake-Jackso.. D CO pi Iot Ca n not Reply(REPLY)

Reply all(REPLYALL)

eXt ra Ct con te nt Users and groups Forward{FORWARD)

M S O 4 5of30responses - Edit rights(EDITRIGHTSDATA)

from source [ cxport content(EXPORT) g

=
Allow macros(OBJMODEL)
=

[ Find another file ] [ Summarize recent emails ] [ | P rotectlo N [ JUse Double Key Encr [ Full control(OWNER)

Tell me more about HLS SharePoint site ] a M d “Edit content (DOCEDIT)" rights are required if you grant "Reply”, "Reply all” or "Forward”
[ maintaine

Assign permissions to s

Assign permissions

Copilot: Permissions Adherence




@

File Home

Design

0
Transitions
Paste [E'

Animations
Slides | ©

Slide Show  Record
B I U § a &
Clipboard =

Review

AL B

Paragraph = Drawing = Editing

Create PDF

and Share link Share via Outlook

Adobe Acrobat

Click to add title

Click to add subtitle

Copilot: Permissions Adherence

Acrobat

Scenario: User prompts Copilot to create new content from protected source
[

|_ ® Record | Ef Present in Teams |E| o
B /| 7%

& B a g

Dictate = Sensitivity =~ Add-ins

Designer Copilot
Sensitivity Add-ins

Voice

 Copilot

| can chat, respond to questions, and help
you draft this presentation.

Here are some things you can try...

Create a presentation...

(53 Create presentation from file...

Add a slide about...

Create presentation from file
Patient-Intake-

Jacksonl 030524.docx

| can't create a presentation from this file

because it's protected. Contact the owner

or admin or try again with a different file.

Response
4 9

O Copilot cannot extract content
from source

QO Protection maintained




Scenario: User prompts Copilot to create new content from an unlabeled source

Copilot generated output will be automatically
labeled if sensitive content is detected and auto
labeling policies are set up.

Copilot: Auto Labeling Copilot Generated Content

ﬂ Al hub A platform for data security and compliance for Al O v £ Search (Alt + Q) {9;'3
File Home Insert Layout References Review View Help L1 Comments  ArCatchup 7 Editing v | [ag ey
Dy v ¢ calibrilightH. v 28 v B T U - =v =v v Ov O~ [$Sv | & v @ - .
(® SENSITIVITY Due to content created by Copilot, your organization automatically applied the sensitivity label: Confidential\Anyone (unrestricted). X

OK

Al hub: A new platform for data security
and compliance for Al

A brief overview of the new features and benefits of Al hub

Introduction

Al is transforming the way organizations operate, innovate, and compete. However, Al also brings new
challenges and risks for data security and compliance, especially in the context of data privacy
regulations and ethical standards. How can organizations ensure that their data and Al activities are
secure, compliant, and trustworthy?

Al hub is a new platform that helps organizations manage, monitor, and secure their Al activities. Al hub
provides a comprehensive solution for data discovery and classification, Al activity tracking and auditing,
data protection and encryption, and compliance and governance policies. Al hub enables organizations
to drive data security and compliance controls for Al, and to gain visibility and insights into their Al
activities.

Key features of Al hub

Al hub offers a range of features that help organizations address the challenges and risks of Al, such as

data breaches and leaks, unauthorized access and misuse, non-compliance and fines, reputational
damage and loss of trust. Some of the key features of Al hub are:

® Data discovery and classification: Al hub automatically scans and identifies the data sources and
types that are used for Al, and assigns them a classification level

£’ Summarize How t.. 10f 1 (@ Al-generated content may be incorrect ¢y @
(:) AU} For example, "Make it more engaging"
Page 10of 1 214 words English (US) Editor Suggestions: Showing Confidential\Anyone (unrestricted) - 90% + Give Feedback to Microsoft




How do we get ready for Copilot for M3657?

“Plan on a page” - Envision your data security, privacy, and governance processes and requirements

|dentify high value
improvement
actions to
strengthen security
and privacy
controls and
readiness for

Copilot for
Microsoft 365
Use specialized tools for data clean-up to accelerate the remediation of data oversharing at
scale via data governance reports, restricted access controls, and more.
SharePoint Premium | Microsoft Graph Data Connect
|dentify those who
can help



https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce

Areas of focus

Optional actions

Use specialized tools for data clean-up

Several options available to aid with overall Microsoft 365 data security, governance, and compliance *

Vs
)

[ Uncover Risks ] [ Implement Controls
f ! Vo X
Data discovery ) Data access ) Data security ) Risk and compliance
L J L
I 1
* Permissions + Levels of sensitivity Remediate permissions Prevent data loss + Evaluate and enforce retention policies
» Sensitive and personal data + Application of retention Evaluate data boundaries Protect data + Evaluate and implement records keeping
* Privacy levels * Access request procedures Evaluate and enforce access reviews Mitigate insider risk * Understand discovery and audit
» Data overexposure + Data loss procedures Evaluate and apply expiration policies Evaluate and apply additional encryption * Implement communication surveillance
* Obsolete data + On/Offboarding procedures Evaluate and apply conditional access + Evaluate disposition and archiving needs

Use content
search to Run PowerShell

discover scripts to

sensitive generate reports

I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
) : I
information |
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
1

Review existing
permissions of
Teams and Sites

Use Content
Explorer to
identify sensitive
content

Identify data
exposition with
Defender for
Cloud Apps

Use eDiscovery
Premium to
identify sensitive
content

Identify
overshared

Identify sensitive
or overexposed
content with
SharePoint

Microsoft
personally Purview
identifiable Advanced Rich

information with Premium Reporting

Microsoft Priva

E5
————

E3

Temporarily restrict
SharePoint site
content using
Restricted
SharePoint Search

Manually adjust
permissions in
Sites and Teams

Implement
container
labeling
conditions to
new public /
private site

Implement
Access Reviews
to recertify
Teams & Group
audience

Refine group
expiration policy
for inactive
Teams & Group
sites

Use SharePoint
Premium to
restrict access to
specific Sites

Implement data
loss prevention

policies for mail,
files, and Sites

Implement data
loss prevention
policies for
Microsoft Teams
and third-party
cloud apps

Create data
overexposure
policies using
Microsoft Priva

Use Audit
Standard to
review any
Copilot activities

Manually apply
sensitivity labels
to Microsoft
Teams and Sites

Implement
location-wide
retention and

deletion policies

Implement
adaptive
retention and
deletion policies
(scoped
retention)

Implement
disposition
reviews before
deleting or
archiving
content/sites

Auto-apply
sensitivity labels
to Microsoft
Teams and Sites

Use Microsoft
Priva to
introduce data
minimization
policies

Apply
encryption
options to

content, sites,
and containers

Use SharePoint
Premium to
manage Site

lifecycle policies

e —

[ * NOTE: These activities are purely optional and NOT a requirement for Copilot for Microsoft 365 nor in any particular order of precedence ]




Use specialized tools for data clean-up

Long-term options to aid with continual overall data governance

7

SharePoint Advanced Management

\_ J

' N
Microsoft Priva | Privacy Rights
Management

G J

4 N
SharePoint Premium| Backup and
Archive

G J

( . . . \
SharePoint Premium | “Project
Archimedes”

\_ J

4 N\
Microsoft Graph | Microsoft Graph Data

Connect

. J

( )
Microsoft Fabric | Azure Synapse
Analytics

\ J/

( . . . . \
Power Bl | to build visualizations and
reports

\ J/

( )
Microsoft Purview APIs | extensibility

. J

( )
PowerShell Scripts | custom scripts

. J

( )
Microsoft Purview Advanced Rich
Reports

\ J/

B & &k 0O =

9

&9 Contoso Outdoors  SharePoint admin center

Data access governance

This page provides reports to help you maintain the security and compliance of your data in SharePoint.
Learn more about data access governance

Sharing links Sensitivity labels applied to files Content shared with 'Everyone except external users’ IN PREVIEW
Identify potential oversharing by monitoring sites where users created new Maenitor sensitive content by reviewing the sites where sensitive files are Discover potential oversharing by reviewing content shared with "Everyone
sharing links in SharePoint. stored and the policies applied to these sites. except external users’.

View reports View reports View rewts

Data access governance | Shows the top sites that have the most oversharing links by sensitivity, external sharing, RAC,

unmanaged devices, dates, and more. Enables forcing a site access review (one-time/recurring) to remediate oversharing.


https://learn.microsoft.com/en-us/sharepoint/advanced-management
https://www.microsoft.com/en-us/security/business/microsoft-priva?ef_id=_k_202aa381238b14458dfac655d8c23ddd_k_&OCID=AIDcmmdamuj0pc_SEM__k_202aa381238b14458dfac655d8c23ddd_k_&msclkid=202aa381238b14458dfac655d8c23ddd
https://www.microsoft.com/en-us/security/business/microsoft-priva?ef_id=_k_202aa381238b14458dfac655d8c23ddd_k_&OCID=AIDcmmdamuj0pc_SEM__k_202aa381238b14458dfac655d8c23ddd_k_&msclkid=202aa381238b14458dfac655d8c23ddd
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://techcommunity.microsoft.com/t5/microsoft-syntex-blog/welcome-to-microsoft-inspire-2023-introducing-microsoft-365/ba-p/3874887
https://techcommunity.microsoft.com/t5/microsoft-syntex-blog/welcome-to-microsoft-inspire-2023-introducing-microsoft-365/ba-p/3874887
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://techcommunity.microsoft.com/t5/microsoft-syntex-blog/announcing-new-microsoft-syntex-innovations-plugins-for/ba-p/3827822
https://techcommunity.microsoft.com/t5/microsoft-syntex-blog/announcing-new-microsoft-syntex-innovations-plugins-for/ba-p/3827822
https://learn.microsoft.com/en-us/graph/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://microsoft.com/microsoft-fabric
https://azure.microsoft.com/en-us/products/synapse-analytics/
https://azure.microsoft.com/en-us/products/synapse-analytics/
https://powerbi.microsoft.com/en-us/
https://learn.microsoft.com/en-us/purview/compliance-extensibility
https://learn.microsoft.com/en-us/powershell/scripting/learn/ps101/01-getting-started?view=powershell-7.3
https://github.com/microsoft/Microsoft-Purview-Advanced-Rich-Reports-MPARR-Collector/blob/main/README.md
https://github.com/microsoft/Microsoft-Purview-Advanced-Rich-Reports-MPARR-Collector/blob/main/README.md

Optimizing your Copilot for Microsoft 365 rollout

Optimize your data security, privacy, and governance processes and requirements

|dentify high value
improvement
actions to
strengthen security
and privacy
controls and
readiness for
Copilot for
Microsoft 365

Identify those who 0 Work with your Microsoft customer enablement teams and partners on top priority actions,

can hel readiness assessments, and deployment plans.
P Copilot for Microsoft 365 — Microsoft Adoption | Microsoft Copilot for Microsoft 365 setup guide

—


https://www.microsoft.com/en-us/ai/responsible-ai
https://blogs.microsoft.com/on-the-issues/2023/09/07/copilot-copyright-commitment-ai-legal-concerns/
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-microsoft-365-copilot
https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/syntex/
https://learn.microsoft.com/en-us/graph/data-connect-concept-overview
https://adoption.microsoft.com/en-us/copilot/
https://setup.microsoft.com/copilot/setup-guide?Q=announce

Appendix

Explore support options through Microsoft Unified Support and FastTrack

Get end to end assistance through Partner offers

Delve into security, privacy and compliance

Learn how Al is creating a whole new way of working

Leverage the Resources for Adoption

(RROOAE



https://www.microsoft.com/en-us/unifiedsupport/overview
https://www.microsoft.com/en-ca/fasttrack
https://aka.ms/M365CopilotPartnerShowcase
https://learn.microsoft.com/en-us/microsoft-365-copilot/microsoft-365-copilot-privacy
https://www.microsoft.com/en-us/worklab/work-trend-index/will-ai-fix-work
https://adoption.microsoft.com/en-us/copilot/

Meet the Microsoft Purview Family
Integrated solutions to secure and govern your entire data estate

DATA SECURITY DATA GOVERNANCE RISK & COMPLIANCE POSTURE

Secure data across its lifecycle, Responsibly democratize value Manage critical risks and
wherever it lives creation from data regulatory requirements
Data Loss Prevention Data Catalog . Compliance Manager
Insider Risk Management >ecure Data Curation Compliant eDiscovery & Audit
Information Protection ﬁ Data Management ﬁ Communication Compliance
Adaptive Protection Data Discoverability Data Lifecycle Management

Data Understanding
Responsible Access and Use

Records Management

o Unstructured & Structured data Al generated data Microsoft and Multi-cloud 0

Shared Platform

--------------------------- d Data Map, Data Classification, Data Labels, Audit, Data Connectors @-------omommmmmmmommmmme-

<5} On-prem and multi-cloud © Unstructured & structured data &g Across laaS and SaaS



Planning your Copilot for Microsoft 365 rollout

Get started quickly and continue to optimize along the way

Get started

— 00— o

Copilot for Ready t;’
Microsoft 365 deploy?
Optimization

Assessment |

NO

Determine path

(26 questions; 30 minutes) l

\ ) —O
Enable
Restricted
SharePoint
Search*

YES>

™

Deploy Copilot
for Microsoft 365

Core

Restrict data oversharing and data leaks with
manual labeling and policies

OPTIMIZE

FURTHER

AS NEEDED

Office 365 E3, Microsoft 365 Business, or higher; and
SharePoint Advanced Management

Required licenses: o

| BV If used,

disable
" Restricted
. R SharePoint

5 Search

Best In Class

Prevent data oversharing, data leaks, and detect
non-compliant usage at scale with auto labeling and
policies

Required licenses:
Microsoft 365 E5; and
SharePoint Advanced Management

—

* Restricted SharePoint Search will limit Copilot for Microsoft 365 experiences and organization-wide search.
* It is a temporary option which gives you time to address oversharing concerns while getting started on your Copilot journey.



https://setup.cloud.microsoft/copilot-for-microsoft-365/setup-guide
https://setup.cloud.microsoft/copilot-for-microsoft-365/setup-guide
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://learn.microsoft.com/en-us/sharepoint/restricted-access-control
https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://www.microsoft.com/en-us/solutionassessments/safeedbackform

Use specialized tools for data clean-up

Restricted SharePoint Search

This is intended as a temporary solution to give you time to
review and audit site permissions, while implementing robust

data security solutions from Microsoft Purview and content
management with SharePoint Advanced Management.

- Restricted SharePoint Search is designed for organizations
particularly concerned about unintentional oversharing of content

- When enabled, Copilot experiences and organization-wide search
are limited to a select set of SharePoint sites, as well as the
individual user’s files and content

T
WA hEarch

IMPACT

Restricted SharePoint Search disables organization-wide search,
while allowing you to select sites that you trust. This means users in
your organization can use Copilot to reason over:

- An allowed list of curated SharePoint sites set up by admins (up
to 100 SharePoint sites), honoring existing permissions on a site

- Users’ OneDrive for Business, chats they are part of, emails they
send and receive, calendars to which they have access, etc.

- Files that are shared with, and accessed by users
- Content from users’ frequently visited sites
Access this blog for more info.

()

Hpme

PREREQUISITES
- Available to tenants with Copilot for Microsoft 365 subscriptions
- Activation requires Global/Tenant/SharePoint admin rights



https://aka.ms/RSS/Blog

Data discovery and planning

Optional preparation tasks to perform before conducting a data discovery risk assessment

\.

Assistance

availability required definitions classification preparation
( )\ e \ a N\ f \ (
Internal resources Internal hiring Sensitive Content Levels of sensitivity Tools and environment
+ Assess current skill levels + Assess current skill gaps + Define what patterns and » Define an agreed upon + Determine hardware
and availability and necessary ways to content would be corporate data and/or software required
. Hel ith knowled ¢ fulfill those people needs deemed as sensitive in classification schema to . Aidsi t analvsis and
€lps with knowledge o N nature be used for data security \1ds 1N cost analysis an
existing environment + Evaluate potential hiring timing for preparation
~ - needs ahead of planning * Used to help scan and » Used throughout the ~
- & L and rollout ) report on locations of process of discovery and e 2
Technical specialists sensitive materials remediation of data Security
- J security
-
* Tools and product + Determine what minimal
knowledge External consultants 4 p D A - J permissions are required
* Helps to understand what * leveraged fﬁr ac:visolry erSOT\a ata ( L h * Helps in defining technical
5 is technically available ) zgz’r:(;zsl :l:](é azsosggn . Defltne g/vhat Ejaf)tems and Classification awareness \ roles and responsibilities
content would be
: e  Prepare for end user ]
r EI +  Aids with independent deemed as personally s
i identifiable in nature knowledge and . .
FastTrack analysis of tthe head awarene_?s Copilot for Microsoft 365
) ) 9 requirements ahea ) * Used to help scan and ) . )
» Guided assistance only . report on locations of *  Helps drive end user * Procure and activate
» Does not perform hands- [' personally identifiable a]cclcc)iptlon and importance tCopllot for implementation
; 2 gg . i ta security eam
on or advisory activities Microsoft Partner materials of da
. . ~ 4 ~ ) + Aids in overall learning
\. J * Subject matter expertise p \
] of technologies and . . . r
( [I . uirementgs Data security, privacy and handling policies ( )
o q g
Unified support , , - Reporting
« Aids with technical and + Review and update any required policies or procedures related to the
» Designate engineers with advisory services by proper use of organizational data * Determine who and
hands-on experience i methods for reportin
Xper applying past best +  Understand the methods for auditing and discovery of use results porting
+  Leverages existing PUEIElIEEE i Eeleee . .
L support hours to engage | \ . L * Helps to guide and prepare for the use and resilience of the rollout ) | Helps communicate risks |
J g\ 2\ N\ -\ J

Assistance

Data

Data

Environment

Available through: m
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